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2024 Global Al Capability Rankings

Tortoise Media’s Global Al Index
(83 countries/122 indicators)

Asia Rankings:

China #2
Singapore #3
South Korea #6
Japan #11

Talwan #21

Source : The Global Al Index



https://www.tortoisemedia.com/data/global-ai

Implementation

Talent focuses on the availability of skilled practitioners in artificial
intelligence solutions. # 28

Infrastructure assesses the reliability and scale of access infrastructure,

from electricity and internet to supercomputing capabilities. # 4

Operating Environment focuses on the regulatory context and public

opinion on artificial intelligence. # 71

Innovation #19

Research looks at the extent of specialist research and researchers, including

numbers of publications and citations in credible academic journals. # 27

Development focuses on the development of fundamental platforms and

algorithms upon which innovative artificial intelligence projects rely. # 15

# 38
Investment

Government Strategy gauges the depth of commitment from national
governments to artificial intelligence; investigating spending commitments
and national strategies. # 38

Commercial focuses on the level of startup activity, investment and

Taiwan v

Taiwan

: | ung k nNe # 71
G f? el #28

#27 #15

business initiatives based on artificial intelligence. # 19 Source : The Global Al Index
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Generative Al Usage Experience
Among General Public

Number of Al tools used per person
(On average, 2.4 Al tools were used.)

Never heard (%0)
of or used
/ not answer 100
80 -
O,

14.3% Have ever 60 - 208
Heard but used 40 - . 259 190
never used 44.3% 20 - ' - 8.1 0o

41.4% o

° 1 kind 2 3 4 5 or Don’t

more remember

Source - Digital Access Survey in Taiwan, MODA,2025



Generative Al Usage Experience
Among Frontline Civil Servants

19.2% 10.1%

Less than
once a month

Heard of but
never used

At least

once a week

Never heard
of or used 1

Al Beginners Al Experts

At least
6 once a day

Source: National Academy of Civil Service 2024



Al Talent Gap in Industry

Difficulties in Recruiting Key Positions

61.5%

Industry Al Al Application Data Al Project
Talent Shortage Engineers Managers
= "l o - - x
) - ('
Industry urgently needs Al-ready ﬁ O=x™
professionals with practical skills Al Al Test Al Security
Consultants Engineers Specialists

and cross-domain knowledge

3,457-4,227 positions

Estimated annual additional demand
for Al talent

.
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Taiwan's Holistic Strategy for Talent Cultivation

Government as Lead Universal Access
Public-Sector Al Training From Schools to Lifelong Learning
Systematic Al and data-skills training Promoting K-12 tech education and

" Hour of Al " activities to encourage Al
use among all citizens

for civil servants

Industrial Momentum Establishing Standards
Assisting Enterprises in Adopting Al iPAS Professional Competency
Subsidizing the development of Al tools for Assessment

industry, with a maximum of NT$4 million 5 nnecting Al competency standards for
perease civil servants, the public, and industry;
standardizing courses and certification

A\ NotebookLM



Establlshmg Al Basic Act

Legislative Purpose

To promote innovation, safeguard human rights, and protect national sovereignty and cultural values
Legal Positioning

Serves as the fundamental administrative guideline for Al development

(1) Seven Fundamental Principles (Articles 1-3)

1. Sustainability 2. Human Autonomy 3. Privacy Protection and Data Governance

4. Safety 5. Transparency and Explainability 6. Fairness 7. Accountability

(2) Four Key Areas of Implementation

(Articles 4-7)

Innovation Cooperation
and Talent Development

* Support Al R&D and applications
through incentives and subsidies

» Foster environments for
innovation and experimentation

* Promote public—private and
international cooperation

* Develop Al talent and strengthen
Al literacy

(Articles 8-11)

Risk Management and
Responsible Use

* Promote Al risk classification
» Establish Al assessment and

supervisory tools and mechanisms

« Strengthen human control over Al

systems

« Establish Al risk and liability

frameworks

* Prevent unlawful uses of Al

(Articles 12-15)

Protection of Rights and
Data Utilization

» Set principles for government

use of Al in official duties

* Protect workers’ rights and

support employment transitions

» Safeguard personal data privacy
* Promote data openness and

reuse

« Enhance protection of cultural

value and related property rights

(Articles 16-17)

Regulatory Alignment and
Review of Administrative
Functions

* Review and align mandates,
operations, and regulations with
this Act, and issue guidelines
where needed

* Interpret existing laws lacking Al
provisions in accordance with
this Act

The draft Al Basic Act was approved by the Executive Yuan on 28 August 2025 and submitted to the Legislative

Yuan for deliberation.



Supporting Measures of Al Basic Act

_ Al Smart .
Innovation Development Technology Island Safe Applications

1. Risk Management

* Evaluation and Testing Tools and
Guidelines
Guidance for assessing Al products and services
MODA —— gAlp

15 Adeguate RESGUICES

» Statute for Industrial Innovation

« Act for Development of Small
MOEA and Medium Enterprises

Subsidies, incentives, guidance, financing,
and additional Al tax deductions

* Al Risk Classification Framework
Categories of risks for Al applications

i

HC())fr]:((:e?a(r)]fd « Risk Classification Specifications
2 . AV ai I ab I e Data ‘ Secu rity Cl risk categories and specific high-risk in'dustries
JESC/MOHW/ (e.g. strengthened management when using
MOTC/NCC sensitive personal data)

MODA/ » (Draft) Act on the Promotion of the

PDPC Provision and Use of Public Data
Open data and reuse (de-identification)

2. Protection of Rights and Interests

« (Draft) Health and Welfare Data n
MOHW Management Act y_. ‘ Al Risk Classification Framework
Mechanisms for opening health and welfare data 3 P D PC Al personal data protection self-assessment checklist
=3
Copyright Act D : .
MOEA - . - A MoJ/Mol/Fsc  * Four New Anti-Fraud Laws
Using others’ works for Al training CBD\C<D /NCC /MODA Handling unlawful Al-enabled fraud cases
3 ':‘ 2 O
. . i —
3. EnablingrEnvirenment o MOL  Lhour-Related Laws and
=" uldelines
o Employment protection and non-discrimination
» Traffic (Autonomous Vehicles) A =
MOTC Regulation Consumer « Consumer Protection Act
Rules for on-road deployment of self-driving vehicles || CProtec.tion Labelling and information requirements for Al
ommittee products and services

ESC + Regulatory Sandbox Al Basic Act

Al application guidelines for financial institutions Fair Trade * Fair Trade Act

. Addressing misleading Al-related advertising and
. : . Commission unfair competition
Source: National Science and Technology Council (NSTC)


https://law.moj.gov.tw/ENG/LawClass/LawAll.aspx?pcode=J0040051
https://law.moea.gov.tw/EngLawContent.aspx?lan=E&id=10100
https://law.moea.gov.tw/EngLawContent.aspx?lan=E&id=10100

Al Risk Classification Framework

Under the draft Al Basic Act, MODA is promoting an Al Risk Classification Framework, and
sectoral authorities will set risk categories and rules for their own domains.

Benchmark International Risk

Frameworks

Refers to sources such as the MIT Al Risk
Repository to identify common Al risks, e.g.
lack of transparency, imbalance in human—
Al interaction, privacy concerns and
intellectual property issues.

Al Basic Act (Draft)

Draft Al Basic Act
Article 9, Paragraph 1

MODA shall, with reference to | Risk Classification
international standards and norms, Framework (DI’ aft)
promote an internationally
interoperable Al risk classification
framework.

|

Media &

Communications

Al Risk Management
Guidelines

Draft Al Basic Act
Article 9, Paragraph 2

Each sectoral competent Al Risk Management Al Risk Management Al Risk Management
Guidelines ~ Guidelines Guidelines

Health and Welfare Transport Finance Other Applications

Al Risk Management
Guidelines

authority shall, in light of its Al
risk management needs,
establish risk-based, tiered

management regulations based Fadah B == F| |
on this framework. g % ,,1 ﬁ.%uzﬁ j‘!«eﬁg ". 1 EE Respective Secto.r.al

% 2 2 E @ BF 8 5 2 -’ % MINISTRY OF CULTURE Competent authontles
MOHW FSC NCC/ MOC
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Overall Planning
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10 Major Al Infrastructures

Ten Major
Al Infrastructure Projects

Al

I I Software
Smart Applications iy
N T T Lead hi
Driving comprehensive ‘ i
Al development Smart
Applications Smart
among Living for
Industries  All Citizens
. (MOEA) (NSTC)
Key Technologies
Building an Al National ‘ e | @ueion Global
Defense Cluster Technology Computing at Al Robotics
— for Global  the Global Supply
I | Leadership Frontier Chain Hub
Digital Foundation L (sl () WS

Advancing Al ranking into
the global top five
--------------‘

F=——==

Vision for 2040

Over NT$15
Trillion

Industrial Output Value

500,000+

High-Paying Job
Opportunities

3

International Al

Laboratories



Smart Nation 2.0 (2025-2028)

Smart lechnoelegy liaskiEGrce Smart Industry Task Force (voEA/ MODA)

(NSTC /MOEA /MODA) « Expanding Smart Applications across data-driven

. innovative services.
» Advance sovereign Al across compute, corpora, . _ R .
international cooperation and core R&D. Driving Industrial Digitalization and Net-Zero Transition

by cloud services for micro, small and medium enterprises,
enabling technologies.

Strengthen digitallinfrastructure, from next-generation

networks to secure satellite systems. _ » _
: _ . _ : Build resilient, trusted and democratic global supply
Invest in frontier technologies, including semiconductor ahEins

innovation and quantum research. m—l—

Promote Al industrialization and broad Al adoption in all

industries.

Smart Goevernance lask Eorce Smart Inclusion Task Force

(MODA/'NDC) (MOE/ MODA)

» Advance digital legal and regulatory alignment.

» Enhance smart government services through high-quality
digital public services, Al-enabled policymaking, and climate-
resilient, internationally connected digital governance.
Strengthen Public—Private data governance to support
evidence-based policymaking, responsible private-sector data

* Promoting inclusion and social cohesion by protecting
digital human rights, advancing inclusive Al, and empowering
diverse, older and new immigrant communities.
Cultivating digital talent by developing cross-disciplinary
digital skills in schools, upgrading workforce competencies, and
: . nurturing startup and innovation talent.
LER, Gl |n.te.roperable multl-gource_datapases. Enhancing learning environments through technology-
» Develop civic technology via public—private hackathons and integrated smart teaching and the development of smart, ’
experimentation that foster co-creation and innovation with digitally enabled campuses.
citizens.




Governance Structure _—
for Smart Nation 2.0 ITEXIA

Executive Yuan

Steering Committee

Convener: Vice Premier of the Executive Yuan (17-24 members)

Deputy Conveners: Ministers without Portfolio

Members: Heads of central ministries and agencies, chair of the Civil Advisory Committee, and
representatives from academia and experts

Executive Secretary: Executive Secretary, Office of Science and Technology Policy, National Science and
Technology Council (NSTC)

Executive Secretariat ‘ Civil Advisory Committee

Supporting Unit: NSTC Science and Technology Office
 Coordination across task forces, ministries and local governments

* Integrated policy planning with AICOE and DSET

|
Smart Technology Smart Industry Smart Inclusion

(40-50 members)

Lead Agency: NSTC Lead Agency: MOEA Lead Agency: MODA Lead Agency: MOE

Co-Lead Agencies: MOEA / MODA Co-Lead Agencies: MODA Co-Lead Agencies: MOEA Co-Lead Agencies: MODA
mSovereign Al Advancement mSmart Application Expansion mDigital Legal and Regulatory Adaptation mSocial Inclusion and Cohesion

(NSTC/MODA) (MODA/MOC/MOEA/MOE/FSC) (NDC/NSTC/MODA/PDPC/NCC) (MOE/MODA/MOHW/MOI)
mDigital Infrastructure Enhancement Hindustrial Digitalization and Net-Zero Transition ESmart Government Services mDigital Talent Development

(MODA/MOEA/NSTC) (MODA/MOEA/EPA/MOTC) (MODA/MOA) (MOE/MODA/MOL/NDC)
mStrategic Frontier Technology R&D mGlobal Demaocratic and Resilient Supply Chains ®Public—Private Data Governance (MODA)  mLearning Environment

(NSTC/MOEA) (MOEA) mCivic Technology Development (MODA) Enhancement (MOE)

WAl Industrialization & Industrial Al Adoption
(MOEA/MODA/MOA) 14




Envisioning Taiwan’s Digital Life in the Next 10 Years

Harnessing Al and digital technologies to build a new digital society and deliver better, more convenient lives for all
Driving Industrial Upgrading and

Using Digital Technologies torAddress Social
Challenges and improve Well-being Transformation Through Innovation
. . . . ; AloT for crop monitoring and
Al and smart assistive devices  Health data analytics to shorten the Unmanned factories integrating e
robots for end-to-end production :L-(??:r?itljizrgggflon Irrigation

Al + smart home loT for whole-
of-home intelligent services for independent living in old age = path from detection to treatment

= an B = @ &% | k g Smart -;,'f'? W& Smart
ﬁ B ‘n ‘[ Q e_m_E Manufacturing m, Agriculture

Al-enabled technologies to Using land, ocean and hydrological -~ L MR-based virtual sports venues
strengthen disaster prevention = data with Al to support adaptation ata-driven financial INNovation = 54 immersive sports
and inclusive financial services experiences

Forward-looking net-zero
technologies for a sustainable

green society and response actions
27 .
‘ an Help
[7 o 5 2L . Sports
£ - e ¥ -8 Fe by FinTech P
= ¢ el Technology

&

Al navigation and

Al personal assistants helping new Al + VR to recreate historical 6G and advanced medical AR/VR for immersive and
immigrants adapt to life in Taiwan scenes and traditional culture testing to enable high-fidelity interactive learning autonomous wheelchairs
telemedicine experiences for independent mobility

Transport

Education
Equity

Social A Cultural

Inclusion =g Inclusion

Sources: Living Digital 2040; The World in 2040; 2040 Scenarios; 2040 World Future Report; Japan’s Society 5.0; Korea’s Digital Strategy 15



Thank you for listening
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Other Key Drivers for Al Development

1. Talent Cultivation 2. Data Cloud 3. Service Chain 4. Computing Pool
(developer and user) (sharing and security) (adoption and Promotion) (supply and efficient use)

Others:
power supply, funding, programs, testbeds, marketing, etc.

17
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1. Talent Cultivation

Improving Al
International
Rankings

Expanding Al
Innovative
Applications

International Policy &
Regulation

Benchmark

Accelerating
Al Talent
Development

trengthening
Technological
Advantages

Al Applications GovTearlgfr:]l?ce
Al Systems f Te_lgglgg:tal
AllModels . //,\\ T Ap|9|];<|:ez;1rt][[on

Al Computing / | .
SCiEncerand A / Talent
(TeChnology 1 Development

Y Ra&AD

Sovereign Al N | Academic &
Research Talent P

Source: Directorate-General of Personnel Administration, Executive Yuan — Executive Yuan Council briefing



Al Talent Categories

D:

00 O

(g5

Source: Al Industry Talent Recognition Guideline

Talent Categories

Al Research
Equipped with Al theoretical knowledge and
capabilities for innovative R&D

Al Development
Able to use APIs and development
tools to build Al applications

Al Application
Possessing basic Al literacy
and the ability to use Al tools
in practice

Capability Types

Al Programming and
Implementation

Al Model Training

Al Model Training

Al Application
Literacy

Al Tool Utilization

4 )

Combining
public,
academic
and private-
sector
training and
certification
resources.

- J

19



T GT AlIRBATERERMAE

“TAIWAN Al GGOVERNMENT "TALENT COFFICE

Convener
Minister of
DGPA
Deputy Convener Deputy Convener
r- T T TTEEEET -\ Deputy Minister of Deputy Minister,
‘ * Members: { ISl MODA
| |
I Experts from NSTC and [ _
I industry are invited " _ _ _ Secretariat
I < Working group leaders: ‘ AdV'S_Ory Supporting Unit, gice ang meeting administration
: Officials at director level or § Committee * HRDI - Decision and progress tracking
I above i (Advisory Body) Dgﬁgoinmierﬁ?ﬁﬁﬁie (HRDI) * Ad hoc coordination and support
N J
Strategy Group Training Group Application Development Group
Directorate-General of Human Resources Development Institute Ministry of Digital Affairs (MODA)
Personnel Administration(DGPA) . peyelop Al certification, learning pathways, and - Promote and support Al adoption and
* Plan national Al talent standard training for government innovation in government
development strategies « Cultivate Al seed trainers and establish training - Guide agencies in using shared resources to
» Develop incentives for Al mechanisms develop general-purpose Al tools
adoption * Set up mechanisms to track Al civil service talent e Track outcomes of Al innovation in government
and international linkages and facilitate experience sharing

Source: TAIWAN Al GOVERNMENT TALENT OFFICE 20



2. Data Cloud- Data Governance Strategies for Al

Promote legislation of the { Data Innovation
and Utilization Development Act)

Launch the { Taiwan Sovereign Al Training
Corpus )

Establish the { Taiwan Sovereign Al
Training Data Licensing Terms)

Develop mechanisms for deploying privacy-
enhancing technologies

21



1. Support training needs of Taiwan’s sovereign Al models.

Project

2. Enable lawful and compliant corpus sharing.

Objectives - .
3. Broaden the scope and diversity of training data.

1. Develop the Taiwan Sovereign Al Training Corpus.

Implementation | o N
2. Establish unified licensing terms for training data.

Strategies

3. Incentivize corpus release by public and private sectors.

22



Specific Al Models for Government Services

()
A Private-sector data Government data

Digital Industry /3 © o cets Data Integration Provide training data
Infrastruct
i (finance, transport, energy, environment, population, health, etc.) Platform for Al deveIOPment

: fommmmmm———— ~
) P I Thematic search 1 &
= | management :
Road Transport Public Works/ @ = = ;e e e o - -
Megagement Economlc& ‘/ oo mmm————— - S Support data
% - \\Commerce 1 High-value l : : : -
/ = e @' I . I innovation, circulation
Jusice & A I & (Eppleaion ealE and value-added
Criminal Data ' a L
DevDell%?Lent[ ' "Namain data h
I Domain data I
|
, standards '

- o e o e o = = e -

Aggregate cross-

';,3‘ kit lgclz\;]a;goerllgsa neing : organizational data to
,‘i\ & - ges ___ ' support the data industry
EC".ToarEe &nt ultural |
Implementation Strategies ~N Expected Outcomes ~N
1. Data integration and privacy deployment frameworks ¢ (?gtc;ufrlc(a),wcsompllant cross-domain government
2. Privacy-preserving, secure data integration platform ® S - - -
L A i , ; tronger privacy protection, more data sharing
3. High-value thematic data-sharing solutions and ecosystem and innovation. and a trusted data environment

\ _J \__for the public y,




Develop Al Models for Key Service Domains

' . [ ralnlng Data Historica Arts &
National Palace Museum Ministry of the Interior CProviders) EQ’\I storca i thergﬁre]
(Cultural Heritage) (Base Model) Memory

nLanguage& b Cultural
Vocabulary m Heritage

Ve N\
Ethnic - Education

& Local % & Learning
aml Cultures r/\
N bbbl

Resources

A f )
w Biodiversity] A Othp\::jé
_ J

Government

Ministry of
Economic Affairs

(Data Services) l I

Council of Indigenous
Peoples
(Indigenous Affairs)

agencies
Taiwan Sovereig\ .
Al Training Corpu MODA
Minist_ry of Finance Ministry of Justice \ :
(Taxation) (Legal Services) Prioritizes the release of high-
9 guality traditional Chinese
corpora by central second-
‘ level agencies
Ministry of Environment Ministry of Environment S S
(Environmental Pesticides) (Toxic and Chemical Training Data -
Substances Management) Demand Side \ ®

L | o
Al model training
and learning

24



3. Service Chain

National :
: : Inheritance
Birth certificate Sttgiljggma;l:ga ' @ . t_PenT':_)ln ith registration
0 : ational Hea : i
hild-care subsid learning T q pyieshteluig m Funeral subsidy
( Birth <ol Schooling ¢ Retirement @ End of Life )

Government portals help people find services

{ Employment

People seek services, in person or online People ask questions, services come to them

@ Service A @

When people face a problem, they
must first find the right service.

People only need to raise a question
or even without asking—interactions
with government-become seamless

Images generated by Al 25



Digital Government Program of Taiwan
2026 2027 2028 2029 2030

Smart customer . .
: Smart secretaries and smart service counters
service systems

Smart service environments

Execution Strategies

1. Develop Smart
Public Services

<

S 2. Build Smart O EIENEIN 1. Smart information assistants
_SL:, Administrative data 2. Smart administrative assistants
o) Services JEREICHGM 3. Smart business assistants

n

3. Establish Data and
Model Foundations 1. Data Architecture and Privacy-Enhancing Technologies

2. Al models for core government business

4. Promote Inclusive
and Equitable Smart
Government Services

User experience design, service accessibility, feedback

mechanisms, and service performance metrics and evaluation

<

O _ :

O 5. Strengthen the 1. Data convergence mechanisms and base infrastructure

> Enabling 2. Backbone government network connectivity
Environment for 3. Al competency training and Al application guidelines for government staff
Government Al 4. Testbeds for government large language model applications
Applications 5. Cross-domain digital services

26



Examples : Smart Services for the Public

Ministry Of Economic Affairs Ministry Of Justice

Smart Customer Service for Core Services Smart Justice Platform and Al Assistant

1. HE{AMENIE - » 4. SEGBHENIE
BEARIERE - WA AE S REERMER ’ MEETBRA -

BEFEEN
EYRER
e e?

RARBKRIBUEEEENAR TN

gﬁgma gﬁg . SRR EA AR B RN
, _ ABEETE
1» Oy 2. Y& IEEE . 5. R EERIRENE

HHFRRS - THRATRERS BERTARELBHE - HEMyDate

A - 100 - SIOIAE IS BRI (F ’ 'o RO AT PN - W THIVE LD
~4 ° o o , SR ) \ , i

== 10 = 3. THEITENIE :: }
HERES RS ERY SRR . 6. AXBNE
EE ; ERMRENBRRTHS BOHBFAXBIS X -
gﬁ,ﬁgéﬁﬁ = z ’ ( ° 4 ' BERH REDERATENE
. BEAM 7?%%@
- AHRE - BREXNRRERTASRAR -
. i F . WIRHEEBRRAR - REEWmES - BABKN

Ministry Of Health and Welfare

Online Smart Customer Service
Platform for the Public

& Ae = AR
N ISR )

ARFS |

IjJ ag g;ﬁ{b:.gﬁfbm [ gﬂmﬁfﬁ mgﬂﬂfﬂ E=
Aed 153
it Wy, 2l e
+ ) < +
BAL i | BT (1

Department of Land Administration, MOI
Smart Land and Property
Administration System

RE ER B RR
wimgE | MREY o) g

e R I EY =
Rt il )

o N
\/ L) QJ ¢
\, FHEEE WHEA DEES

EMP/NEF @GRS =ZHESED

_/
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Ministry Of Economic Affairs

Al-Assisted Review System

TR

|
ol 1

\Vl

%qﬂ
)(=)
=
'|'

Central Weather Administration
Al Assistant for Weather Analysis |

EEFRR: TRIREAILKEE

RERE . Qgﬂ&:{:
10{EBI=F ! INETe KIRIE

BIRTBR BEFHES lﬁ"
TRMRF B S RHI 4007 (H38ME/K) - BAS BB TR (E % 2 H(WINS) R ERH - I
- BRESEER AR R GREES -

B FEESH RBRR B EEEE40012

115 117 119

??Fﬁ Z) SA0EE {ERH EAFEHR

N

BAVNEREENFAR B ET24/ IR RTER -

Examples : Smart Administrative Services

Ministry Of Environment

Smart Administrative Collaboration Assistant

ATOBRERERER
ERRERN IFAEESR SEXAHENZANER SUMNNBREREAE BRAN

@/‘/\
| ¥ ~
B 1 ¢ i_.i

BAREETHBEDF
BUEERRE  BAIAFERER RENEES ERaREsER EANEBEmE  EEBEEES

Ministry Of Civil Service
Smart Document System and
Al Assistant

Intelligence

Al [#n] Knowledge Graph
et — o © " e
Al N = ———
éﬂ% smugm —— —> Agent _

APIM e —— &y um |
M\ RIAOE — P :
£HEG S S,

eO ayms R .

L mmn |

LOG
LLM (tﬂﬁ"‘&ﬂ) EER gppEsEg
|
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Al Testbeds for Agency PoC Trials

Government Al Application Sandbox (TryAl Platform)

« Compile over 20 reusable,

« with over 30 commercial and interoperable Al bots - Facilitates cross-agency
open-source large language « Incubate domain-specific Al bots and exchange of Al innovation cases
models (LLMs) publish them on the platform » Sustain operations and scale

« Share prompt engineering practices adoption
SHHLR B il . Llama-3.1-708 = TADES I 708 S — —
= — TryAl BRTHR e
&8 Claude-35-Somnet @ optdomini & Uamad.1-708 & TAIDE-Liama-3-708 :
O s o XA i - i
O aernD. 2% ool b %> BESHERR % . 78
§in et aatanan - u it e

7 A ERREAR XALHR - HE A BEEREANEER

R XESEEE % BRANEI T B BRRXFERA
RARDRHE B - MERE - RNEIEE
RRARERBSH - 8 EARANEE Xt
ERRERNOER - AMER - EEREE

ARNEREEERE
@) wso KB -

@ Gemma2-98

@ gptsomini

@ Llama-3.1-70B . 3 x RhRA 28

@ vama-3.1-4058

@ uama.1-88 BEREERR

& Wixtral-8x7b

BEFH

B
@ TAIDE-Liama-3-708

ARAEINSRSY | MBRERT BEEHERRSL- SARARABAR  EOREE | THS000+REER  THRM
@ TAIDE-Liama-2-708 ) 2 GovAIREfASQL % BRENELH MEEE




Public Sector Al Playbook: Guiding Service Implementation

Al Literacy
Basic understanding of Al
capabilities and risks, and
ability to communicate with
Al team members

Al Implementation
Approach

Ability to assess readiness at
each stage of Al adoption and
choose suitable implementation
paths (products or projects)

Foundation for
Al project
communication
and governance

Implementation
approach by
adoption stage

Define the
scope and
specifications
for Al
procurement

Al Procurement

Ability to define Al procurement
scope (products or projects)
and prepare required
compliance documents after
initial assessment

30



Inclusion:
Building Inclusive and Equitable Al-Enabled Government Services

Collecting
Performance Metrics
for Al Digital Services

Improving the User
Experience of Al
Digital Services

Gathering Feedback
on Al Digital Services

Ensuring Accessibility
In Al Digital Services

Conduct usability testing
for Al applications and their
related websites, apps or
web interfaces, and refine
the user interface and
workflows based on the
results

Ensure that Al applications
and their related websites,

Design robust feedback
mechanisms for Al

-+ Develop automated tools
. applications, and use the

" to collect performance
' data on Al digital services |

comply with accessibility
design standards and
obtain the accessibility
certification issued by
MODA

feedback to continuously
improve Al digital services

across agencies, and use
these metrics as a basis
for ongoing service
improvement.

- apps or web interfaces

____________________________________________________________________________________________________________________________



4. Computing Pool — Resource Options

Testbed Resource Investment — Approaches AB C

For use cases without
sensitive data, agencies are
encouraged to directly use
existing commercial models
or API-based services (e.g.
ChatGPT, Gemini)

® ¢ %

A. Commercial B. On-Site Service C. Self-Built
Models Deployment Resources

Invite major international
vendors to deploy on-
premise and closed Al
application services,
ensuring sovereign Al and
data security

Work with NCHC to use self-
built computing power,
models and front-end
Interfaces, and promote their
adoption by government
agencies

32



Computing Power Pool- C : Self-Bullt Resources

Prox.
“omPing oo e C°mp““”% i Luc )

Government

Private

NSTC / NCHC

NSTC / NCHC

Administration for
Digital Industries (ADI),
MODA

Foxlink+Ubitus+Shinfox

NVIDIA Taiwan Al
Research Center

Holtek / Realtek

Foxconn Group
Foxconn Group

Xiang-Yao Industrial

AMD Taiwan

Taiwan Chip-based Industrial
Innovation Program

Southern Taiwan Smart Technology

Industrial Ecosystem Plan

the “Al Computing Power” initiative

Ublink
(Phase 1 Al Green Computing
Center)

Taipei-1(NVIDIA)

GMI Cloud

Foxconn Supercomputing Center

High-Speed Rail Park - Advanced
Computing Center

XY Industrial AICC
AMD Taiwan Al Research Center

(planned to 100)

(under planning)

1.58

45.82

22.3

11.15
6.12

46.54

H100 DGX 96 GPUs
H200 DGX 128 GPUs

(planned to 100) TAIWAN Al
RAP
(under planning) From Research
to Service

H100 DGX 32 GPUs
MI300X 8 GPUs

H100 DGX 1,024 GPUs
H100 DGX 512 GPUs

L40 OVX 256 GPUs

H100 DGX 256 GPUs
H100 DGX 128 GPUs

H200 DGX 1,024 GPUs
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Scam Prevention and
Resilience


https://gamma.app/?utm_source=made-with-gamma

Online Scam Reporting and Inquiry Website

https://www...vY/
B

§ @34

https://www...FS/

ROYAL service | Mouanda

E

https://www...89/
Gyhdsfew

$ &2

https://www...nT/
Ed Carroll

f 1

https://xio...WkA

31 July — Anti-Fraud Act

34,413

Downloads

7,676

345,731

Reports
Submitted

Registered
Reporters

30 November-

45000 43,082 Online Advertising Real-Name
40.00038'4%.540
35,000 32,383
30,000
24,9524,942
25,000

19,734

20,000

15,000

13,3
11,746 12,’3-"?2,3121i f,s%%s
7,848 §3%0g, 0,347
7,024 784158
6,18%50 6,607

547 4650
?5.953‘_124‘385 02 &

10,000

5,000

2,034709 ,299
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181,978

Fraudulent itemg

taken down

Investment Scam

—— |dentity Impersonation

23

(R4S

Statistical period: 30 September 2024 — 30 September 2025
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111 Shortcode Messages

111 government-
exclusive code

Ministry of Digital Development
MyData Platform

You have applied for and
agreed to download the
"Certificate of Physical Fitness
for Military Servicemen". The
data was downloaded on
2023/4/28 at 20:53.

If this was not downloaded by
you, please contact: 0800-
009-868

Agency or
public service name

Message content

written by agency, recommended within 70
characters (longer messages split into
multiple parts)

Contact phone number
at the end of the SMS
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System Architecture

Secure sending via N\ (D) .
platform/API A Platform routes to Operators deliver

24/7 unifiterrupted telecom operator to users H
—

operations (((__))) _:
)iy ®o—
(i) <P

1 2. 3. 4.
Government Agencies 111 SMS Platform Telecom Operators Citizens

* Access control & « Secure, not Internet-stored « Deliver SMS to citizens  * Uniquely identify official
encryption « Operated by MODA - Nationwide coverage government

* |P whitelist & « Direct SMS sending by agencies * Anti-spoofing protection < Standardized SMS format
account * Flexible delivery & reporting
management « Minimal data retention
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Implementation Results
Rapid Growth in 111 SMS Usage and Users

Al 60M+

Messages sent since 2023 launch

500+

Government agencies & state-owned enterprises

including water and electricity payment notifications, overdue tax payment notifications, fine
payments, notifications of National Pension rights, outpatient schedule changes, etc.

39



Risks & Challenges
First Case of Fake “111” SMS

2G networks lack mutual authentication, allowing fake base stations to deceive phones
and increase scam risks. Scammers use illegal 2G base stations to send fake “111” SMS,
tricking users into clicking phishing links or calling scam numbers.

2G fake base station

PTS ESENARBEGE - > | /’

A 4
Sz

19:20:38 : ‘ E E

S ELEL) 111BHEENA &

Source: https://udn.com/news/story/7315/8378420?from=udn- Source: https://news.pts.org.tw/article/725454
chl_breaknews-1-cate2-news




Risks & Challenges
lllegal 2G Fake Base Stations

Criminals may exploit 2G fake base stations to send fraudulent “111” SMS

2008 @9 X

«® m :
(( )) Scammers block b vt
+ (( D )) legal 4G/5G signals A

- FHN 1641
Unable to (( ) Phones fall back to BB R | AR
: fake 2G and get R B R IR > iR
receive 4G/5G - e g b
legal 4G/5G Signals phIS Q@ SMS 2G fake base 2UNEFRHIE - IR

i User stations e gl
base stations & o BERMMAEEUT

B
https://tw.thbgov.com

SMS platform itself is not hacked, ® PEmBMEN *
but citizens may still receive fake
111 messages.
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Countermeasures

Upgraded to Include the Last 3 Digits of Mobile Numbers

Before

107

@ a

111

MyData*F £ :

mERRLERE
MyData F& "BAF
mEn, 'R
2025/06/01 15:07 F
#5ThL - MIEBERANT
& - FA

0800-009-868

MyData¥& : IEERIE

TEEE  5REREAAEER
FiBMA(MyData) FE > :AE

et fRSE 00:07

Now begin with the last three
digits of the user mobile
number and the agency name.

| Last three digits (123) of user i
mobile number 0900-XXX-123 &

R

After

Triple Verification

source number (111)
+
last three digits
+

agency name

Key Benefits

. Enhance SMS recognition

and security

. Stop government-

impersonation fraud

. Protect citizens’

information security and
rights

. Build trust in digital
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T-Road Architecture

Ministry of Transportation and Ministry of Economic Affairs

ﬂ Communications
Trade and industry

(o o)
Council of

Ministry of Ministry of |
Finance @ Foreign Affairs Agriculture
QeS8 Passport and visa Agricultural information

Service

Government Service Network (GSN)

— 1 o |

Multiple Card-based
and mobile elD’s I

A 2 +

.' " Disaster prevention information Health insurance ..eg. Educational assistance
_,L'. % and social welfare '_'.'_' and teaching
Ministry of the Interior+ Ministry of Ministry of Health and Ministry of
Science and Technology Welfare A Education

Household registration,
land administration and
national geographic information vocational training

Employment and

Ministry of the Ministry of
Interior Labor 43



Zero Trust Architecture

Referring to the NIST zero trust architecture, the Resource Portal-Based Deployment method is adopted,
including 3 core mechanisms:

— ldentity authentication : Multi-Factor authentication and assertion
— Device authentication : Device identification and health management
— Trust Inference : User scenario trust inference mechanism

Existing system

L 2
w l G :<—>E4_> Authentication

server

User Agency information system (RP) (AD)

Zero Trust System E Assertion library (API) _
Agency information system (RP)
Assertion Server -

i i ® 0 o .

HO | o o [ )
user O Access gateway
L\

*TPM: Trusted Platform Module



Cybersecurity Class A agencies must implement ZTA.

* Legislative Purpose: To actively promote the national information security policy and accelerate
the establishment of a national information security environment to ensure national security and
the public interest.

* Regulatory Objects: Those who have a major impact on people's lives, economic activities, and
public or national security are the objects of management.

fé fy

Government agency Specified non-government agency )

* Central and local agencies ( institutions ) e Critical infrastructure provider B
e publicjuristic person e Public sector
(excluding military and intelligence agency) * Government-endowed foundation

Central government

Local government 0 102 499 5,001 730 6,332
Specified non-government 45 124 147 89 21 426
agency
all types 92 339 1,112 5,315 862 7,720

Note : As of 2/16/2023
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T-road + ZTA Enhances Cyber Resilience

T-road + ZTA enhances the identification and protection of data transmission and
usage. Combining with other cyber security protection mechanisms to strengthen
the overall cyber resilience.

Ministry of Health

and Welfare Mlnlstry of Flnance MODA
o~ PRLSI T8 = 1.Strengthen the identity
‘ _AZTA __ZTA verification of the government
@ & agencies’ information systems
Adapter Semvice Adapter Senvice pre— Adamersame 2.Device authentication and trust
T-road : Aopen AP ﬁ ih inference mechanisms will be
/ ----- . added in next two years
1. Decentralized architecture S Rl = W
avoids single point of failure | -,
.. * Ve
2. Enhanced transmission | T Road transmlssmn Internet . —
security - . . - o —
System
3. Unified data flow format Government Service Network (GSN) operator
k j (not service
users)
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