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Abstract

Abstract

In recent years, the application of information and communication technologies
(ICTs ) by governments to provide various digital services has become an
international trend. However, when offering these services, how to prioritize citizens'
rights as the core of digital transformation has become a critical issue for governments
worldwide. In response, the European Union introduced the "Digital Rights and
Principles," outlining six key goals that balance individual empowerment and the
enhancement of digital safety. Since 2021, our country has been implementing the
"Service-Oriented Smart Government 2.0 Promotion Plan" (2021-2024 ) . With the
rapid development of ICT and the international community's emphasis on personal
privacy, some ICTs, such as facial recognition and Artificial Intelligence ( Al ), involve
multiple issues related to personal data protection, which require heightened

government attention.

This project compiles research from the European Union on "Digital Rights and
Principles" and the Digital Economy and Society Index ( DESI). It conducts telephone
surveys to measure public opinion on digital rights and principles, and artificial
intelligence in our country. Additionally, it includes interviews with units applying
facial recognition in public services. Finally, expert discussions are held to consolidate

opinions. The research findings reveal:

1. Public awareness of digital rights and principles is similar to that of the EU, and
there are high expectations for the implementation of these rights and principles
in our country.

2. Nearly 80% of the public believes that artificial intelligence, despite some risks,
is overall beneficial to society, or certainly beneficial. However, when examining
the impact of Al on social and economic aspects, the public is highly concerned
about the potential proliferation of errors, fake news, and fraud.

3. In the public sector, facial recognition is primarily used for attendance purposes.
After capturing employee images, feature values are extracted for recognition.
These feature values cannot be reverse-engineered to reconstruct the face, and the
server is maintained locally, not remotely, effectively protecting the data from
leakage.

4. Besides attendance, facial recognition can also be applied to body shape, number
of people, and gender identification. However, its commercial application
scenarios are limited, mainly used by specific public sector agencies, such as high-
speed rail for estimating the number of people waiting on platforms.



IBURT A R Hi ES k228 P BT - DA S (T R A B R U R fE R

This project suggests that in the medium-term, principles and guidelines for the
use of facial recognition by public sectors, including exceptions, should be established.
Additionally, it recommends developing audit and administrative procedures for the use
of facial recognition. For the long-term goals, digital rights and principles, relevant
regulations should be established in our country and linked with existing policies for
further implementation. Given the rapid development of artificial intelligence, it is
necessary to enhance public digital literacy education and public sector applications.
Finally, the methods for investigating digital rights and principles should be

continuously refined and the scope of the survey should be expanded.

Keywords: facial recognition, Digital Rights and Principles, digital government, smart

services
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(71) (W AREAE ELI 377 4> (Safety and Security )

¥ European Commission (2022) S#AH # AL HEAM B ATEER TG L
2019 F—FAVHERREHE G N A2 e MR RRE MRS T e8RS LrYES) -
(3R 2 BRI E B e = B R S ForFr AR BRI = B AL
ZEIORIE > B RREREARRE ERRGE AR ~ SERAHIE & Mg sE -
FRatERIR AR 3R 2 VB Se M T Ry /A SRR AT TS -

(N) BEHEE AR Z 7k 4E (Sustainability )

European Commission ( 2022 ) S&A7HY B L AEAEL IR RITE ER T o5 it/ Upicex
I HSE iR AT 7 5 e S e S B (U e 2 (B8 TR 5 « B SR [yt e
SGOEIWASE - BRI A BEE IR - (3Gt - RN B A e A
TR T R ISR - BRI g -

PEOPLE AT THE CENTRE SOLIDARITY AND INCLUSION FREEDOM OF CHOICE
Digital technologies should protect Technology should unite, People should benefit from a
people’s rights, support not divide, people. fair online environment, be
democracy, and ensure that all Everyone should have access safe from illegal and harmful
digital players act responsibly to the internet, to digital content, and be empowered
and safely. The EU promotes skills, to digital public services, when they interact with new
these values across the world and to fair working conditions. and evolving technologies like

artificial intelligence

o
)

SUSTAINABILITY

Citizens should be able to The digital ervironment Digital devices should support
engage in the democratic should be safe and secure. sustainability and the green
process at all levels, and have All users, from childhood transition, Prople need to
control over their own data. to old age, should be know about the environmental
empowered and protected impact and energy

consumption of their devices

[ 1 : BUME AR R AR E

F A ¢ https://digital-strategy.ec.europa.eu/en/policies/digital-principles °

-~ By EHit+teisZ (Digital Economy and Society Index,
DESI)

BREALE T S &R & d5f2 | ( Digital Economy and Society Index ) 2022
AR Rt A JJ7E R (Human Capital ) ~ ${i7 EifE 7SS ( Digital Infrastructures ) ~
g4 (Integration of Digital Technology ) ~ {7 /3R ( Digital Public
Services ) FEPUA M FAILAFE » DT AEEREE & B EI{E & HAHYRIR - 3B DU
&8 SR ERFE RS EEBE -
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FETECREA T HAR 80%MY/KEE » S fRBUR FEH/KEE (54%) - fERRSHLE
AN ICT BZESHIBATAERLEE NI HRAIEERI (2022 4E 5 7.6% ) 2 m iR BR A%
fiz -4 EAEAT 2022 FFHYERERFEI97KAE (4.6% )« [H46 » 18 ICT BggH » Z0:HIEE
B Fs 23.8% » i s RBRERFE/KEE (18.9% )  MAEZE JiTHl » ICT B3EAHILLAI
Ry 7.6% » H 40%H) A5 Ry B THeft ICT 555l - A4 - ¥rafkrats 2020-2023
( The New Literacies Programme ) 1 LUMA Hu0HES) T ICT ~ SEi8 Z & FIREER
sFETEIAVRE IR - HEEPE RN B HEAN - GiE Rulli R - ERFEEE T
FRE I B HBUR » NETE LB E M EARMBER » I — (2 ICT S
RIS

2~ B R (Digital Infrastructure )

2 BIEREAG 5G ER T ERIELC > ADFEEEAHER 95% - HEaE
FY 3.4-3.8 GHz SHEZMEE TR Ry 84% © ZR0M > B R S RSB BI SR P15 7K
AE > 55 49%HIZEHEA 100 Mbps HIEIE T - 1175 3.1%HIZEHEA 1 Gbps HY
[ERE AR > BB R PH/KAERY 13.8% © M2 MRV S F 248 (VHCN) 4
BHER By T1% - FREFRERER - PHE7KAEHY 73% ol NI TER - RZ BRI H
B R E TR -



o Nl

2R B BN S e E I &1 & ( European High-Performance Computing
Joint Undertaking, EuroHPC JU) MY B2 — > L A%+ 1Y EuroHPC H 0 IEERH
=2 TR (Pre-Exascale ) HYFEAREENS 2 — Lumi o [fiiZ B AEBIOMN & 12
FAFERSHE T - IQM B FEE AT E s T BOM & RS
NEFEENPEREER > I HEFEE HELMI D& #EBE] T HERE
Lumi o [FE4p » TR BT R A 68 8 + A 48 {3 ROilr AV BION 2 [ Ml 22 EE 22 TH H
(Important Projects of Common European Interest, IPCEI ) » Z E R LB (S F15EE
FEAR (Wafer Substrates ) « & Fli3fE - ZEERFEE I HECR @ IihEEES
B RER > K EAE SRR AL R AR R - E4E T e B E N S E L E =y
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2 [ ME R L BB AR ZEE AN T ER KRR RIS o n
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2 BU, Al Act, Article 3 (36).
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BRIAE - AT ERNEEEH 5 European Parliament, Artificial intelligence act Briefing® -
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% European Parliament, Artificial intelligence act Briefing, from
https://www.europarl.europa.eu/RegData/etudes/BRIE/2021/698792/EPRS BRI(2021)698792 EN.pdf.
4 EU, Al Act, Article 3 (39).

5 EU, Al Act, Article 3 (40).
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FREEBIRAN ~ 8% CERMREASE 28 (RF 2 TH) R I EEG5EA AR
Bk}~ EFOEHIRA - BR A AT TIERREA SO R R4
iBHE] 315 EHEUT -

® EEF THEZEREMAERIES ZINEHEE R E R AR R
ERBIENBRIFERE - Hfad (AR AR M AE SR ZER
Bh<aVEEE) - RIREE R A E RN B R IR - HOEFDEAVIR A - IR
UMD BUE S RN AL o 3 % T AE B ff bt 52 e

( National Institute of Standards and Technology DL fiiff & > NIST )142019
FEAHETE T B s G B AT S P 2 M B D R T o B A i
= HAERBIEHFENRUESR  JEE BT ERE KO ANHE
H— - BER > BRHIERFEFEBCRNHEENSE B - 8L
BERRRE L RARIREHEE S o 25 T E AT T - IEfH ( Brent Parton )
For 0 HPTE BN E R B E T =R E e s | WERKREE /D —fE R~ E
T EH Ry B Ess =t o

® B E—RIZEFIELL > (Z3EESS B E S SNBSS o 7 2 O s
P A SRR PR R R BN PReg R VIR E K] - RN E 22
KERBHPEIEZERNETFXREBEEEHZEL - BUNZZ B JIHE

( State Workforce Agencies DL T i By » SWA ) WEHAG EFHER 2470 7 A E
= (S ey (S = PSS N (YRR PN B A A e el A i
S0k - ETIREHEEIERP « I—UE N aEHEE NRIESC Y
BN DUES INFIF S AERUE N L ERMEE - BEEEEEAE
fath - (e NIST #ds48 Fin il ek Z 4 el A\ RS IHE R
H - BALALZEEERE LV EME ETA ( Employment and Training.

13- AEPD — PS/00120/2021, from https://gdprhub.eu/index.php?title=AEPD (Spain) -
_PS/00120/2021.

14 States warned about facial recognition for unemployment claims,from https:/statescoop.com/labor-
dept-inspector-general-warns-states-facial-recognition-unemploymen/.

15 U.S. Department of Labor Office of Inspector General Washington, DC 20210 , from
https://www.oig.dol.gov/public/reports/0a/2023/19-23-005-03-315.
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IS 2% K F 3T B i B2 )R F 0] 57 48 €% 35 2 /5 ( European Network of
Environmental Authorities DL T fifif# /& ENEA ) Elff R B fieE&1E -
7535 " ShareArt | Z 40K FHER0H H BN BB 5 » [FEIEHUE
LPEH S 2 DEIE R B ir B K - A BN e EE
FE  HEE SA % RAFE (SRR R 880 K e Y
o o EFAFNENERHREERR 2 7 - S RAEE 2SR E A E R
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AR - B8 ER (GDPR) 5 (1) (a) &> AFREEME -~ &
TEME S RAR AN > K ShareArt Z248HVEAIAREE (GDPR) &5 13 ffREK

16 AEPD (Spain) - PS/00078/2021, from https://gdprhub.eu/index.php?title=AEPD_(Spain) -
_PS/00078/2021.
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BRI RF &L DAL A B R R R Y - 24T » SRR R L
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PR N SCH B TR L » OB R MR RF L BUISR - 6 Lt
i L\ ERHRE IR 2 K (GDPR) 555 (1) (a) IS
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NERRIEERAR SRR (88Y) KEARRE - EREEES
SCok (LTS B AR VTR Rt S e BRI ) - S5 PR AR I (e >
EIRF 21 H - BUFEER#E A Chrome > R4 L FEHGAYIHBIARSMIAE -
4R ERE THIRG 2 A, - AR AES  BIFREER RS
HEOREA SR LI R 2 48 b BB AR - &P E A&

17" Garante per la protezione dei dati personali (Italy) ~9896808, from
https://GDPRhub.eu/index.php?title=Garante per la_protezione dei_dati_personali_(Italy) -
_9896808.

18 APDCAT (Catalonia) - PS 49/2019,

from https://gdprhub.eu/index.php?title=APDCAT (Catalonia) - PS 49/2019.

19 Datatilsynet (Denmark) - 2020-432-0034, from
https://gdprhub.eu/index.php?title=Datatilsynet (Denmark

- 2020-432-0034.
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WA — Ty E - 8 AN BB ORFERRT R - MWC JHEENERIFE

(GDPR) HYAMEIEIEE A - TED K AYH BRI R B st
o716 © % baaniEd F i By BB AV IE R T Ry - (HIREL @ BIHOR A 25 55 1
R BT KB ZHYERHR AL R - @ 1% (E N B R ReEERIZE MWC
THENERMEE GSMA (2T 20,000 F4EAE FHYRERL » AEFELL 20 EEOT
HIETEK

2019 SABIBUT A —TH st B BUM R A SR B s T 17E)
B oripsa (A NER E R E 540 ) (Alicem) HYAS > R4 A &% E
T5or R REE 7 - R A B A 5 7
LI I ERE M P GEE AU TR e () » A3 > SIL(EH] Alicem %4t
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[FERESR B DR ftle B BUA B TS mmiRagig
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FoEEARER - AE R BB ENNREEAREHES La
Quadrature du Net (LQDN) # #3275 SHYE AR VB SR ER » 5%
BTG (GDPR) 55 4 (11) RIS 7 (4) RATAE Z GVARE -
WARENE 9 (2) (a) FREEMEEENRE - HiveEGEARE > K
BONREIEEE (GDPR) 54 (11) fik - HREEERL  BRHEFA

20 GSMA fined €200,000 for MWC facial recognition GDPR infringement, from
https://www.telecoms.com/virtualization/gsma-fined-200-000-for-mwc-facial-recognition-gdpr-

infringement.
2 CE - 432656 , from https://gdprhub.eu/index.php?title=CE_- N%C2%B0_432656.
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Clearview Al /A FIE TG I R EH N A TERINE S (H1#:
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AR AR bR R B R R AR
(GDPR) 45 5 (1) (a) IEFHHE 2 (8 N SRR Y &5 « AT
RUATREINEER | S I5H  Clearview Al A ST BIEME B
& BT B EAELUCBIRIES S o T B B R T - B
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HIE & PR BB RS T R AR - RS R SR AR - B SRH T AR
TR B R T2 H Y FEIEFTRE - S50 » BEAR IR o 4553 M7 ( Profiling ) o

22 Garante per la protezione dei dati personali (Italy) — 9751362, from
https://gdprhub.eu/index.php?title=Garante per la protezione_dei_dati personali (Italy) - 9751362.
23 CNIL (France) - SAN-2022-019, from https://gdprhub.eu/index.php?title=CNIL_(France) - SAN-
2022-019.
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24 Council breached GDPR in deploying facial recognition technology in schools — ICO, from
https://techmonitor.ai/policy/privacy-and-data-protection/facial-recognition-technology-school-ico.
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% Regulatory Sandbox Final Report: Heathrow Airport Ltd, from https://ico.org.uk/media/for-
organisations/documents/2618024/heathrow-airport-ltd-regulatory-sandbox-final-report.pdf.
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