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Abstract

Abstract

Increasing governmental use of information communication and
technologies (ICTs) in service delivery is creating an immediate need for
public sector employees trained in relevant IT skills and competencies.
This need is particularly urgent since the public sector as a whole can be
reorganized by making use of ICTs. The extensive transformation of
government increases the demand for IT professionals suited to an ever
more technology-driven public sector. The skills and competences
required by IT professionals is thus essential for successful public sector
management because employees with such competences are more
supportive to properly implement and manage e-government. However,
current research from competence approach to discuss how to develop
intelligent human capital in the IT workforce is still limited.

Therefore, the purpose of this project is to fill this gap by (1)
comparing international e-governance cases to identify the core
competences of IT professionals; (2) developing a theoretical framework
and indexes to construct the core competences of IT professionals in
Taiwan. Based upon the research purposes, this project aims to explore
and identify the core competences of IT professions by employing multi-
staged methodologies. Depth Interview and Delphi method (using on-line
survey) are particularly conducted, and Depth Interview integrated into
this project for and indexes construction and measurement.

In sum, this project expects to not only depict a holistic theoretical
framework of core competence of IT professionals for a country but also
aims to propose critical policy advice to Taiwan government in relation to
develop the strategies of intelligent human capital and build the IT
workforce.

Key Words: Intelligent Human Capital, Competency approach, Delphi
Method, Multi-research Methods
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B ERE

BIE  SURREE

F—8 HERANZAREEEMS

60~ 7T0E (UG - &AL B R S B AR Bl A St 2 EE 17 80X (H
N ~ e PR R B R o 904 (AT o I8 B 2 2 % B U
HEITHS SN > REMRADERE L - BT EERRES
FF R R RCE B - fTBCER - ABRERESFEM AT RIBRER EEM
(EREE ~ W90 > 2008) -~ FEBALEF X > &R 3 & BB Fr 2
AHEBEEE  FEBFERANNACEEER - El A5
HEZREAGEE D HEBBETE S - BRETE 0L B HY A R 5 5 0 #E
JFEERRE - NIE > BEERA B0 RE IRV E Rt b JA e & SN Bl IR B 3%
o~ EAMROEEF R IR S ICE - BLL > FARBUR R Rl
AE AT A Tl A A O B RE T UE 2 -

Dawes&iHelbig (2007) g8 HBUNE A B HBBIREAVE(L > 1
HEPT TR AR RE T DU ERA SR % =K PhER - A HEE
A il &8 B i B Z A 7 AT BT AR B R B RS RE
Hil N BB RE G = » EHEEEUFIT A BREE I3l S 3 E
Boo KL HiEBERBFIT A BB~ ClOs ( Chief Information
Officers) & 45 SR 12670 &N H B E AL FE K - W E FH & 5F
MRS e e T ER AR ERIH o il |

(—) EH (management) H23TEFHE - THASWHE R EEHBGUT
B —REHEFEIEEFEASEERER L G5 (1) BKE
B (2) i (3) ABRH (4) EBEHAEIESNT (5) A
Gy IS B BE 1 o i I T R T R 3 EE L E s R B Bl 4H 45
EMRE L B (1) 51F (2) ] (3) B8 (4) REH

é%;: S e A
W

HESF °



BAUEH N L FE R EREE RS )

(=) HEwzz (infrastructure ) A 33IEILAE - FE L HE R A BRIV
LRELE ~ ZRIRAE ~ BME RS > DARHBEI RS 2 FF -

(=) 484%EE (web computing) H 29I fE » i E H IR F & ket
&N ] R VEAE B ELRE A B RS AR L o

(M) Z#ELE B (system & databases ) 5 19THFAE » B & R4
M7~ BEET - SR - PUTERAIFI Ry - F B B E AR
R Y BE

(f) Fts=Z#& Mk (technical support services) A 35HAES] » f5 L
& iy {5 FH & AL 3 S FFRY B R -

(7y) EHEEBEZE A H (management & use of information as an asset )
HI2IHAE 7 R EM AN B F RIS ~ IR G ZE & EE -
TEERBEBEMSBENESR - BEREEERT  KERED
SHL ~ Fop i R S DAL S8R o S B SR -

(£) EH&EZER G (legacy technologies) 158 A HliARCRNE
HER - GEEEEBNE - HEERES U REEA
& o 3l DUIEAE By 35 B4 4T N AT TSR BE 51 7T 99 07> fE R IT L
TEERIR VB AEFE 42 -

5] It A 22 40 Sali (2011) - $+ ¥ A L E0 P/ B fi )6 2 o A 7 22
HYRC TS MR T AETTEREY » SR EE R4 » E RIS HEE ~ IT
Feftr B RS NS S b G 4E - DISCRkimBel 7 B H TUsHE A &
BEERTG » gl &R TS (information technology skills) - &
SEAREITH G B HEWNITHR GE © &N E #1715 (information
management skills) - & EEH - B BIZ 2 0rE - HEMNEHZ
MARFS - Bt 3CF 15 (information society skills) » B FEICTEE & ~
ICTSRES BAET & - 4HAR & 2 0 ; B HEENE B 15 (updated
management skills) - Gi5EEAVEHE - FEEESFE - WEGERLE -
INFARE FERA 4 - B2 A ELECB 9T 20 SchulzEB2 Schuppan (2012 ) DA K Hunnius
BiSchuppan (2013) - $FHEUNEZF EREER - A8 - &5 ek
AOA as PO{E B 22 > o7 il it —f% B T (the staff level ) ~ 5+E&E B H & (the
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B ERE

project management ) DL K =& # 3 (the senior management) AYITHH
FATCITHARE DT E > o HERBHRALEHFEZEHFEE 7AHE
HIMER J7 30 - DUREIA ITHY SR BERT R E R - T REEE
IR B Y R B Al SRS MR Y AR

IR ARAITEE B - 0] DUTH & HY 2 2 (8 R 86 T #0875 22 52 i 5
X BEAREITRY - RN OUEE DR LR /RO - I
L& B FT FR WY RCIT BARE JT o MAETER ~ 0 - 28 e no MR
Fea U IT N S8 D& HITEE R - — i A B % AT AR % 09 4H 4% B S8 5
NZEAAR TR HigZEN T HE JJA BN ZE BT literacy skills ) ~
BN E B 6 (information processing skills) ~ B EFEFGE (IT
specialist skills) ~ ifEE#H 55 (process management skills ) ~ 2H 4%
axaTHZAE (organisational design skills) - JfE4h > ¥H—fg N BEHE
EF BB RZERE T ET2EM - PEGFEEHEEES T HER
#F 2 PREL - JH HF R Y B SE HI R B R ilo DA vtk ABERE ST » HATA
THE SR NHEF R RatEE A ) (project management skills ) ~ i
12 & B g 7 ( process management skills ) ~ /& #% & B g8 J7 (risk
management skills ) ~ 40 4% %5185 JJ (organisational design skills) ~ IT
RESFLAE (1T strategy skills) - ¥ A EH ~ BFEEHE - GF REEL
P EEHEHAEMNET  SEEHEEHE LEEEFEEE - A
T BB A B R o R E AHSETE F o [t 25 HUE
EEL YR NI EEER KT HITREEEAE (1T strategy
skills) ~ aH#%k %5158 (organizational design skills) ~ sFEEH I &
( project management skills) ~ & #& 4 B 1% 5& ( risk management skills ) -
S T AE (change management skills) « 40 - #iE ~ &1F - 4 &
tEEMEEHEAEMENES - B BT BT A EE TR 2 A/
ANE - mAEHRTE LB EET - ITEA ARG TAEZ —
It BUF &4k~ BT - BALE A O &1F - K E R ir B E B4 &
it B ERA B LT EAEGEEMEAVEE J] (mixed competences) -

FEH DR > B s e E AR TR E T LBUMF Z 5E ST 2818
( E-government competency framework ) » [HZEREN BT B T — M
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BAUEH N L FE R EREE RS )

BIEURFEE /1 (generic E-government competencies) K %0 E F LK
JiF8E JJ (core E-government competencies ) » —f&1ERE TG E YA EFT
P ANERAUKAEHOERES  tEFBEEFLBUNEBRET E51T
s e — A AV BE T R L E SRR RO T RFAVASE & - —REMERYBUR RE
J1EFEME AN BE ST (personal competencies) (HI40 : AIE - H oz Bl
gtk - DLREIRERESE) - t13HEEST (social competencies) (40 :
HET - GFEEEE T ) BUFBCRTNA R &7AMEATAE J1( government
competencies ) ( 41 : BUER B AE ~ 17 BUE R SUAE LR BR TR BT E R ) -
DL R 4EL 625 2 A BLEE 11 ( change-related competencies) (40 © 3 &
DLR s @R BT RN E R > DDRBITEEST) - BH5—H 0 > RO
B EBUNEE N GREE HEBUFEERBEIER T - HR&EHRAE
BEERIR ARG FPTERZENHE Y B EUKE - F—8EE T
O & B 15 Bl g J7 (. E-government management skills and
competencies ) (fI4 : f5 HAETE - A  SEEE » UL EOE
) o 5 T B2 ® b BT ST A8 1 ( E-government design
competencies ) (40 » 4HAKFET ~ WBIEEET ~ ISERET ~ ITEZE ~ DR
T80T ) » FE=SEH M) (E-competencies) (fil4l - ITAE

EREEAE T DLRERRE ) » SUWEHZB B SKAE J1 (E-policy
competencies ) (40 » Sfir SEME B8 (i BB ~ A EAME S - AR EE
AR ) (Schulz & Schuppan, 2012; Hunnius & Schuppan, 2013 ) -

R > B 7 & BUEUE & SR A IO O E DY IR - o] e H
BRI AYEE ~ RIS SRR - ABSIINEtESFEO T# - e
ESSBBFRSREMS - 26 - JEE - 5 B0 B AR R R
Ay AR R B SE BRI o DU g B B 7 (] B 52 AT AR AR U B R
NTTHI N R %L B BE Y TE 2%
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B ERE

FE  REBIFERARBNRN

FEHEKEEAE/NE - B FEHE S K S F R H
( Organisation for Economic Co-operation and Development, OECD ) -
oo R 4K & fE4H 4% ( Asia-Pacific Economic Cooperation, APEC ) ~ Ef[&
BE(EH S (International Telecommunication Union, ITU) -~ tHF§R1T
(World Bank, WB) ~ B & B je 5 2 BUR H g ~ B E ~ SEBUR &
JEEFAHE - BITEETRETE A LBUTEEFELE - R2015F & 1
EBUREEEL - B0 R UTH T S EE - B HEEAL - R B
THEEER ~ BB ~ Bz e ~ BHEL REE - 128 8
BE - BUNHEENE - IR ALY, > 220164 KA JUHEE R
BT LR E A o BL2015E AV EE LN EEEL R E - 4EES
BEE RN ~ 5 2R - Mo - H AR =B
BRI TN EAYS T e 1A 0 FETHE AR o 4958
BEEEEEE % Wiy ~ EEAYI= ~ UK i EE =
BAL ~ & BB AEIR A DHEEENIEE EGSE —% 0 EETAERZEA
CI4guh ~ 28 - EFLBFTHEEEHEE HESS—% (FhigH
RFETBN - HIAERHAIEHT > 2016 ; xR #EEZE T » 2016f) -

120164 88 7L BURF sFEL &5 SR B0 - B s B S B i e — ~ — %4
TR~ H A LA AT B = B R A4 R FFAE P e BRI R B U
BT 28 - E LB R REERERIT 2% T2 Bk
BAMEEFRERT - SHEE SRS FEGREN ERZE SR - £
MAERYFFEE T > By ~ SREIEHEERE TR LIA > 55 - HRJE
WAERE IR ERSIHISE M &R R o SR
AN EEAREARE  HRNEMRABRLETERYIHE - 22
AGTEBERED T RE] B - AR RTNs - A LEE TEBUT
TEMRABFEHBCOMBEIEEE FHEBETLBUFRKERSS -
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B IR0 B — A TSRS
— -~ XK

RIREIE - BRI RREZERET - BUFT A BEMER - BB
BITSEG B DA R i 4 B I THIBR R RE B (5 58 R B2 %% - 1996 TH R B B
f& (Office of Management and Budget, OMB ) & % W CIOZL[E 40 CIO
Bt &k (CIO Council) » HEBFFSBUNHEBE T LHRBIBUCR - M2
NEEH G (Office of Personnel Management, OPM ) ~ S A F= 5450
N (S B AN &EJFEEH Z 29 > HlHuman Resource Management
Council ) #2CIO Council #7245 T.Z B ( Workforce Committee ) L [H]
EE > PR1999F10H IR iy +—HEEB BN E RS HMEEHN
AEJ7 > W{€20004F3 H 5 HHEITHHE » Lt BT R AT EIF H B
EEE RS - IR IE S 45N AE BLE A8 & % - SLET B 5001 T ZARFE A
B2H > FEILE R R E MR A 7 =X O 0 5 5E BEAY I T RIS
HAEEEE  FRFCSE TS - B - PEEREER - #1T
ol Gy R R i - H AR ETLITHH KA E B T.{F (two-grade interval
IT work ) Jz B 1 TE 35 25 B P 75 EL A AV I TIE AN ~ L2 - HHBHAIER - 1M
I TR &K [HHYE B AR » 2R E B A B0 BEEN TIE (specialist
work ) Bl = 4 17 B 2 $% T./F ( higher-grade level of administrative support
or assistant work ) - It E AT FE B HEIVEE A & B AR E - o
BET/EEFEARLEERRKE B8 " EEWITEA 8207557
i~ AR AT RE T ~ MR A RCRE ~ O R E RN R EE
Fery o~ BLIITAEE R ABRGE S, - SHREEEE XA TET
T EREBITTERERR » BHEWEIE IR B EBRYE AR - B2~ 5086 |

(U. S. Office of Personnel Management, 2011: 6) - f{%& > j>200043
HIEHEH T Information Technology Management Series, 2210 ; H{{,
" Computer Specialist Series, 0334 | i % » DUIEAE R IT A A B AL 73 FHAK
B R ECEZEHE (U.S. Office of Personnel Management, 2011: 193-
194) o

20094F > BRED B4R BER - IEAsILBEBEAENE > BaEM

H B FBBUN RACHIITS R 5 13 AT E Sy BofE (B #EE &g &
B > 2016) - CIO Council Max ={HZ%& 8F » HEillZ MG {1 EH
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B ERE

Z B = ( Information Security and ldentity Management Committee,
ISIMC ) -~ gl¥ & &« ( Innovation Committee ) ~ &) T X E &
( Workforce Committee ) - & giE B T &2 (cybersecurity ) ~ Al
(innovation) ~ Z5®J] (workforce) | i&E [ - FEELJTH » HER &
EHp TN EnEHE  FIEBR - B - A - DUINss i BUN
Meg - B K RS Z 2 - Al HAE b 55 38 B AR 5 7 B 7 %0 Ak Bl
BIE - B8 & SR B Rl 2 R AR BUR RIS ~ SRR - KFEEEH
BRlb - ZBEI@EEL  ITAA BEHBEREENEE » 2 LHEEHERIT
NEWNHESE Bl REHE > FEEB R T E R BN E A A
ANEEFEEBEGEA - BESEUAT - R ABNZEL - I
77 1B I AR A SRR AR DA RF IE XN B2 &Y B8 A\ B Y8 & V-t o
AN EREZHEN B UERB BTN ERZ 2 » HEE S
SR » B L WA BB R RV E EHEEEE - WEMSRET EM
REUAFEL > A0 T 2015FE QLK LA ) Al > FRERERMEKL LS
HVEEZHHAR - FElG > FEE T @S L 2B TR E ) B0 58 BT 4
B2 EH REARERZEBLKEEA LTS - BT AR
RS Fak M iRt MABLHELE AR EEEELEE
HYBRAL > DAHES) BB FEBUN HY 4 48 2 2 BUR R B B I -

HA B IAH AR R E Volgenau T2 22 2 Y fr 58 iff 52 f1 .42 ( Center
for Assurance Research and Engineering » CARE ) B B Jif B 22 & & &
B +Z 28 &1 BEFEEEBEZ2E (Chief Information Security
Officer - CISO) WWEMRK L EE A TiE > (1) # AR : HfiEY
PNV - PEETHRE - RSB (2) ERWER - RfIEFE R KRB EHE
ZEHE - EARHE - BEERETL (3) HEBHGiEERrEHERE - K
EIR - RIREHE - EaEH - $MNEE (4) EXEBEGIEES AR -
WEETLL - PSR 5 (5) Riflofg G s R il ~ RfigE & ~ 1l
EE > WES -
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L1l3
BK - s
B

T
TRAR
T
R
EH50H

B 3: REERANDERER

&R JE © Center for Assurance Research and Engineering (2016) -

PUN st =B & A B 053 DA B k0 B gE BV B A5 o7 il 4 1%

(—) &3l

EHAEEHE (OPM) FREBEMRMANNEREHE » B
HENEMRABHESEAL—BEN - £ A AB#HE EF%HETT > 7
HEEBEF E R &ERZE G (CIO Council ) 2 258 )% & ( Workforce
Committee ) {73 » BLAFEH 5 (OPM) FIEE AN J1E 2&%5 (the
chief human capital officers council ) #EEHFRIT A &R ~ 53 - 94
MEESRESH- YEEEJ\EEEE)%(OPM)E’@Hyﬁiﬁ?ﬁwmfi%(omce
of Management and Budget, OMB) & {F#i&] » #ZHE St A B 7 ¥4
FHENT AA ZFER » 2011 a3 1 > 2 DA B A 2 2 BB AHOH &L -
1z - RFITIE H & B CE 95 2 B8 (08 RO 17 7 2 (B Ik FL BN (Vivek
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BB EEE

Kundra U.S. Chief Information Officer, 2010 ) - JF:4p > BEFL & ﬁ%‘”zﬂ#
Ew (CIO Council ) & ﬁéﬁjtf—iéﬁ&{hﬁ%/\f’ﬁ o= A A0 fR it
AN IR BEY R > FiEBITE 5

ENTHR A7 28 AU B 4748 » B {¢Job Family Standard for Administrative
Work in the Information Technology Group, 22002 fF 1541 - EFRT
=5 ITABS B =R 4R ITHEH % 83 (1T program manager ) ~
ITHEEHE (IT project manager) ~ ITEZZ (information technology
specialist or ITspecialist) ;| - Hh > DITIEHHEH E HEEHAE
FEBE RMERBORN RIS EFEE )T - AaAREH - ITEAKRE
R EER . ITREEEEEATEE HENRRRAEFNEH - M
%?&%{ﬁﬁwﬁ‘éﬁrm | T 55 5 Bk 765 {5 22 0 o 28 1 S 7 I T 2 470 R 1 o Pl

c AEBE=RHEERIY 0 W E[E4H4S B 118E (U.S. Office of Personnel
Management, 2011: 7-21) > R A -

(1)  BUREBLFE (policy and planning ) * $i5 2 {5 4H &% A1 £ Z 1
By IT JHEHEH - @é\%lﬂ%%ﬁiﬂ BEABEMNAEE - A
JTIHE - B LERERE - EREHE - FMSEH - |3t
Bl 2B -

(2) 1>=£Z5FE (enterprise architecture ) @ 347 ~ 51 - %
AT ~ aPAE4HE T IT b SE 2R MY SRS H AR B4 B £ 75 -

(3) & L& (security) ! BBE ML R LY - RIg - BFE
E@?%Lﬂ%zﬁ AR %ﬂfég\/ﬂé’ﬂ%{ﬂ SR EE A M e

(4)  Z& 717 (systems analysis) @ HI&| ~ 5t ~ #17 ~ 0=
BB 258 Y SR S AR I FE R 2 B SR %5 IR K -

(5) H#kASFEFA (application software ) : 7 Y ¥R #5 FE AH 12 K AV 5%
S BB M BT A -

(6) #RYEZ&C (operating systems) * 5 &[] ~ 224 ~ JEl ~ #h
T EHARS > DIREHS IT BBAERFXK -

(7)  494%EHR7 (network services ) % FH 4 4% % 4 {2 B #5095 B
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BAUEH N L FE R EREE RS )

(8)

(9)

(10)

(11)

o~ wxaEt > R EL - RS o

MHEEE R > LAEE#ET 73
BoilgHE

B - BT - b
EREH (data management ) @ AR EH] - BT REH
& DUEHL - R RERER -

HEPR4grg C(internet) * 4GUh ~ PNELAE RS ~ HMED 4 I AH fBH 12
oAy A& ~ 2Et - S - A - BUTHEERE -

24 EH (systems administration ) © $XEEES 240 AY 51 2= B
foh e ~ Zede ~ MEL - BRAE - IR PRRR R R -

# F &K (customer support ) quEa,Jii}LEE%}ﬁ R EAY
% o BEESRER « FROREEAE - AIlsR - s g E

EAtHY ARG & A AN BN E K EH - EREEEARE
WER2AR -

R 2 BlEEHARI 2210 B

B HEEE @B
TR 4% B L EL (8 L F DU TELBE 7 - TS
4 O 0 7 (00 58 TR TR 0GR £ 36 54
CBEAGNEEE TR LS RS
% o
GS-5 | AEEL 1. SRS
2. HERH
3. CI3E%E
4. PREAR

— SE I 92 BT B | iRV GSI S B /D E B — I EEK
GS-7 | F N2 EREM | FEEXCEhIEEEREAEFMAE
FI H#EEJ1 (competencies) - BLFEAIGE - £
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BB EEE

B BEEE & E

W22 B E2 Qi B A 15 B1l gt JJ ( knowledge, skills, and
B8Ry 5 B R AR Y abilities ) ®] DLk Iy B9 1T Bk Az BT 75 52 ik
6.0 | 25 4y gc pr gy | 1) FE TR SRR BT A AR 36 45 - SLUboE
5] FE - 2 {7 5 [E] HY &5 B i B AE I T SH I ECE 21T TAERY R
s g iy B o PRI I JEE B A g o 7 A 7S BB 07 T 7R 2K
OCAREE B 3 AN Y B SE 48 B -

[ e A E =
GS- | [E 1 12 AL A

N lesweyy e
LR B (1 TSR

bt &

1 Eﬁ'ﬁﬁﬁ%ﬁ%i‘%%@ﬂ %%Eﬁ%?ﬁﬁ%ﬂﬂﬂﬁ%ﬂiﬁ’ FNTAE TR Lz B AL FT 35
HIT FHEIRI U S REE » 305 IT MER TIEXKE: -

Z-t%ﬁﬁﬂ%ﬁﬁ%ﬁ%'ﬁﬁéﬁ%ﬂ% T2~ BRI - Bl AGEH - 82 - B(E
B gzt U REMERE > RN — 20 24 /NBF FERIFEE -

3. 5 | jﬁf’%%%%%ﬁﬁ  HIBE R A A T L TN 0 A B R E HRE
mEllek C@Ela0 - IT 5838 ) -

EITAA BB - Br T H AT B PR B Bl 48 502 i o B0 B 17
B o B FE S & il Z B g ( Cl10.GOV ) I HEE H K (OMB )-
ANEEMHE (OPM) $HHITIHHE M Ha T fiimaﬁa)lléﬁi?r%ﬁﬁ
SRR S B E AR U A R TR E) - FE R SEE A
S9LE MR FL BN RIS TS Y 0 E R B & > DU E 53 AE?UM%F?
BT R B R ~ ST T o (0 H B 5 OR 5 a5 W ORE R L 2
HIERE - A B E R ENZE T (CI0.GOV) FIHE B HEWE
= BREEN - E&E - G300 B AR IERE - WKL
WfEFE - ﬁDIﬁtEIEE%ﬁﬁ%ﬂ)\%E‘Eﬁ@ﬂ%iﬁﬂﬁ%%%ﬁﬁ@i?ﬂiﬁﬂ’ﬁﬁ
MIANNERNEHKICE - M2010F &K (EEZ &5 (CI0.GOV)
HE{THY " 25 Point implementation plan to reform federal information
technology management ; #2 s ¥ A ERFTIM S - 1T AA BV = B 2R 2
—RKPkEE - EUAFEEHFG (OPM) E A NTEREHEZ EE (Chief
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BAUEH N L FE R EREE RS )

Human Capital Officers Council ) #& Al 45 52 {4 1Y Btk 22 28 = B iR f1 56
- SRR AT R TR K S [ REERAANL » WEBZTER AE
HERZERGERENEREK - ETITHHGE @ N —HITELER
RNZERFEHEHEABDEREMRE  BERMHEESETE > DIHE
BhECFITIE H & ¥ A & (Vivek Kundra U.S. Chief Information Officer,
2010: 13-16)

EITEHER A EHE T > B—EBRA A HMEEEN TIEST - B
AR Rl RE BRI A B & - thAh > BEFS A A Bih R B2 A
( Federal Employees’ Incentive Awards Act ) > K R BUSEN Y & B F
S STEME KIG 2 BRI EG T ABE » SHELSRISBETE A
BERITIN&E ] > 16 2 18K 55 = 4 18 A ER 1T & (B A5 Bl H 8% > A% &
FE (5ol B B E BUE AN E A N EHIE E - R TR G A i 5218 T
PEfG b s TAFFHEEHIE - 75K 8 A 28 Py 3z 8 ho A B T AF B B B i il Jg
(HEJH > 2014) -

() R0 BRRE RF A

ITAEWNBAI TEREHGUEEN TR WHEEBRE
(factors ) gV o7 2R HELT St 1252 B {2 /Y [N 2 - 7+ Job Family Standard
for Administrative Work in the Information Technology Group, 2200 3 4
ot o BE SR EUF i 17— & Position Evaluation Summary Worksheet » & A
BRZOBEERHEHE 2 /IUHE ¢ (1) BALAT R B A&k (knowledge
required by the position ) ~ ( 2 ) E5 & ( supervisory ) ~ ( 3)#&( ( controls ) ~
(4) #H] (guidelines) ~ (5) E5EM: (complexity) ~ (6) #E A
AR (scope and effect) ~ (7) { A4S K% HAY (personal
contacts and purpose of contacts ) ~ (8) #&5: F K ( physical demands ) -
(9) LFEEsE (work environment) - 73 {45 77 & TH A E B S BEH
BCE - e Nas HREE - DIBEECH Es B E A B AN B - DIt
THEMINT A BBE KT B K - FR3FTR - BHREA A & F &
SE o T R O EE A B 75 N A (ULS. Office of Personnel Management, 2011:
31-75) -
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%< 3 : Grade conversion table

Point range GS Grade
855-1100 5
1105-1350 6
1355-1600 7
1605-1850 8
1855-2100 9
2105-2350 10
2355-2750 11
2755-3150 12
3155-3600 13
3605-4050 14
4055-up 15

BRI JE © Job Family Standard for Administrative Work in the Information
Technology Group, 2200 (2011) -

EHR A BRAERET > G5 T EKB BT KRS - R EA
A% ~ BB RE Z HAE - KEAFIISKEBTES 2 R KR E
FEHFHE RN DAt R - E2E ] o B TU RS - fTBEEBIIRE - AR
OEhRA G ~ BHECR T ~ BHECEH > W IO RS e st ZE 1R - 45
& a el itmy J7 20 TREE SRR RE 2 AN BB R AR B #E EAYE
2 o BRI Z4h > ClO Council{£20114F & sl 4 4 % JE FE [ & R - o
YR st B & 4% ¥ {F B 4k € ( systems operations & maintenance
professional ) ~ &il\Z & v (information security assessor )
&%+ (chiefinformation security officer, CISO ) ~ &% £ 4 B S 3%
[Z (information security systems & development professional ) VU K44
W IRHMHE BB EBU W EREE  mEMALE  BEEE -
REJT ~ FIERFIEE IR - AR IR E B EE » SFHANEW -

B EREHNZET (CIO.GOV) #20104F &~ " 25 Point
implementation plan to reform federal information technology
management | N S B 1T VA5 B B 7 01 B AV R BIAE 8 58574 |
R AR B E AN B2 PR E N B 5 F 45 f HBAE WY & 2 fs
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BAUEH N L FE R EREE RS )

fF o mEEt EAVERAR AR - BURRE R B RS G R | B
B NS LRV E > BTG ABEHAE AR sFEEHA
bR (8 A RIIH H ST 8 IR e VRS ~ B8 ~ ARk ke it - B
— GH -t SR AR ARG o T R B PR AR B R e TR I8 R 4 T A
B > 40 b e RE TS H T E s

BENS  FZEAHEMNBES DERR B OESRIE T - BiF &
1T BUR o3 B > S BB G R ~ 2o 5 R ] FI SR A A i 2
OSRLER P e A Bl R T 2 5 FUETT - RO IR RE RV AL SR A AV BE 1 B & B
JE AL 3% B Y RIER R AE ~ BB PESIRE Ty ~ AHRAERNE ST ~ AN FRBH (R
g~ TEREEED - #2508 -

=~ HEH

FEEFEITABEREE FR &%t » BT BEEE S - 0
FERRNIJHEEEEALRETBHE - EEHEBEE LS T - ZHE K
FIBERE KK B IREN TAEER RS FREFERATEALH
P9 EHREFABHIET - MR TAEAE T AEE T — PR T 2 R
( graduate fast stream ) Kz B 52 K H i 4H H| ( specialists and other
groups) , - HpPEHRABBN " B RIHEMAAR] | 2 & FERHL R E
# (technology in business fast stream ) Bk#%528 R > 45 7l o@ 38 A &2 %R}
FORA B A@IUEL R -~ (EHRIRCAYRE ST T AR 0] 2 8 B HY A
AR ~ A E) - FIHERGE KEMFH AR EHTRNE
7w s DI A MR RE - B4 0 REERHERIE A&
B ECM BSOREAH BE - B KA S 8B R » 4F B L 7 FH£25,000 % £32,000 (&Y
HEWLII0E TR 1408 T ) » H > REBEFH FRE(E4NSFNTHE
T 1% H /K4JE39,000 (K ZMEL70 &oo) (FEEM > 2013) -

HM Government (2011) 24 " EURFICTEE JJ 55 % ( government ICT
capability strateqy ) , » I8 5B 7 T 7 5 BT HE B 4 = (0 S fEE 2
o B4 F2004-20114ECIOZ B & & sl IF A K sEFE 22 ( SkKills
Framework for the Information Age, SFIA ) 5 it 5 BT 177 6 (5 557 7l e 28
MBS B TR oK 0 2 F52008-2011F BT FRCAE SRS - 56 = Ky
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201152 BH U (S R o SRS BUSR AR I - RIS DUIT N B ez B s
RBRE DU R BUERS SR TR 2 fE BRBUMIT AN B Z F#i SREE -
e B EMERE - 25  HlSEFEAEABEERIE  HEFITATEERE -
EANE AR - WEHUSERBEMEaENREMEIRT > H5
BHEERBEURB AR B EEICTEIN BEE- - THHEEEHRAN
BRBESE > #2117 —EERABBEREER > WE4: Fin - B
ITNEBEE T & =57 B L MIF EGTELT ~ G6EIGTLL K SCS
(‘senior civil service ) » 1T JIF SR EL A A 523 > M7 $E (it A 35 R AR
& BT EMABRHME - BRNEREBEERITA © AN BEET
EFIE AT ERBEAR B o A K Ras 0 EKSHFIDAE # fE e
B Ry L BRE o RIEAEZR TAREREIIREREAS o M~ AEFIHEE L
6 2 E LB E A (HEITRIER B gE S ay sy - B8 = > ICT
RE NBURBEBEIIIT A BF BEEEHIGIE - (8 A &5 10 A R %
HIE - R/ R ERE - B - BRIF A B R BREE - R EEUT S
FEEHDEHTZFATERNVITAE » EAHEFINTAEEHINT S
TERFER P SRl 5 -
(—) 53

LA T rhgE (merit) ~ SF (fair) ~ BAji Copen) | =TE[FAIE K
ANBANEBEHEZZLEME - 20104 F A % (part one of the
constitutional reform ) K Governance Act 2010 - #& 17 civil service
commissionfE Fy /3 F5 N\ B B A AR 1Y BB MR RE o IR % B0 P A L Ar
A ZE K AUK civil servicedd H 2\ 5 & A > civil service commissionf]
EEBHERERS S PHE S FANAG T LA REIN
RIEE R A2 R Rt G RV S8 - BUN S FIT R R BB E N
B R WIS IS CE KERATHFEREEAY] - HIT
seat el E R ERTEBHEAE B BT A JTHEEH 55— R E(F & E 2014 )-

PREETTHEH S B ESHES R EAE - B TETE A BERIN - Fial
RN BHVEERGGE - RiERATESEZ ANBEAHEMZFERT - 0
2012 ~ 2013 ¥4 Sl 2 MEt 07 BT B et - HE B ERA
W REEFEERE > EEimiE B0 ERE ZREE (skills) ~ T{EREE
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(attitude ) ~ R2K7EJ7 (outlook) - ZKHILHIEHHEEANE - TIF
ME A =8 oAl EFEEE T/ (operational work) ~ EUSRMEE
T/ (policywork) ~ 2H#%He 75 (corporate services) » HHFEHAE
EROE S SR R B A R e

Entry to the IT Profession

Curriculum

- _ 7
CS Common ;i = =
. 4 5 > 2
Curriculum & = = 2
Z £ s = Grades
IT Profession g 2 % = below G7
I - -
&
e e

Broader Development

Progression to G7/6

Entry to G7/6

Jlf

CS Common
Curriculum § S
- % b4 Grades7
IT Profession =4 - d
o
Curriculum 2 E and6
Broader Development -~ =
Progression to SCS
Entry to SCS
CS Common z a
Cul‘l‘ltul_um :"3; g scs
IT Profession [/ = s Grad
€10 Curriculum 4 g rades
Broader Development - =

Progression to ClO
4 : Career development paths in the IT profession

&R JE © Government ICT Capability Strategy (2011)

FEHABANENEI EEZHERRGERZ XEEZ2E 2K &
B A E RS — RV EZRE R EERE  REMA T L
KR g 7 = g 17314 ) 1E — CTOE2 (52 Il 4 ~ o i — T T 22 52 51| 46 ~
EE— AT EH - Bl E2ES - Ko # B EE - ot BN
ANEFEEECRE QNSEUERNFENERSR  DESHE - £
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Bl ANBH 7 BINEREMNZ & - BHBRE R EXREHEDTR
ZHUT

EHZ LR JIESE b FEEIEUM I — RO A B A BB R
FFTBARE ST » LA EEHUERN B A BFTE B # YR AE B R AE
HIEER - TR S - BERABHREFHERZOBER LHE (key
competencies )

1~ ERHE ROASREES > PLUEBAIEEME -
- B & - BEENABEEHEEHE -

- O EM > RE - Bk ET] -

- gEME B B -

- REIHE - HERE - FEEE -

— e EAB AN EREINE 7 > EHMEBNANEAZE (cabinet
office) MY\ A E I FY (civil service) #/TH = » 7£— {45 Civil Service
Learning (CSL) [ Your guide to priority learning ; B 7 XX {49 » & A
BRIEB—/ANE - BEIFTIEE - BEASMES - 28 A &R
TREIMERE - (1) —fRAE > BHEINERZLRETENIE » 75 F
" T B BUN B~ 0T AR B E R A A R AR S - B S A R A
B &ERNEM, » (2) BEIMAANE  ZEANERZOETE=
o Al ks TR AL B AR B BUR &S S 0V EE T - B RS FE R A RS
ERENEIFINEEES > A B A LRI X AR 2B
U BRIES) | 5 (3) BR KEEFEEANERLLETH =5 > 77
Al By T B AR BUR AT AR 75 SRS B AT 77 20 2 B EIEEET ~ B BURN BB T
MzEsa - 2EHUALEETTE, (GOV.UK Civil Service, 2014) -

Besh > A& SO RE T ez AT A - JLE R = (cabinet
office) HY'E J7 8§ uhR 201557 H A A0 A B R &N B Fr s B HUHL
RE > RANAIEBIAERANE ~ 4y ~ B — D SE BBV IRE I E
fEfit o MfRHICREAE AV - N BIRHESEB A KT okKig ez
VLHIGRALRE © TR BUR AT st By B B R RO RE AR - B R S B A

o A W DN
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BB B FROKET IR - (EHEE % R 3 N B B E B S T 2
ANE - BEIEARRE A A B B BE A 530 » B4 T T AR R e HE T 2
EF R ATRED ~ W RORE R BMERAE ~ PR Ry A2 E - I (E A Bl
FEx R EWETER - FRAPSRA BHEE R ERA R R -
fEVersion 1.0 » FF4H &R BH 3% £ 88 40 [ /2 FH 18THAE S BFAHRE I > o7 7l
B (1) 8y BEF O FEFEEE (essentials for digital specialists) ~ (2) &
R (0] fE M (agile delivery ) ~ (3) pg= B ( commercial and
procurement) -~ (4) #7484 (digital leadership) ~ (5) IR&EEH
('service management) ~ (6) E/n%E # (product management) ~ (7)
{5 F & WF 22 (user research ) ~ (8) BhRERIEFHYZE 7% 53 A1 (agile business
analysis) ~ (9) %zt (design) -~ (10) AXEE:T (content design) -
(11) 83045747 (performance analysis) ~ (12) #4% (data) ~ (13)
¥ 1 Z2 /% (technical architecture ) ~ ( 14 ) 48 & K & =% 4= ( cyber security
and information assurance ) -~ (15) Bd&¢ (development) ~ (16) #HE{E
T.f2( operations engineering )~( 17 ) /£ %5 ¥ ( operations management )~
(18) B HIELEL %58 (quality assurance and testing) > ZF7EEFF4H
EFE -~ HEAE  URATHETS 2 BUF 2 EBRBEHEOT » SFHASE
RSk — o bt /\IHRE IR o BIVUIERE ) T B BRLFRGE - R
AR EM: - FEEBEREE - B HE , BEEANE > fTEARZ T
BEE AT e UEE A EENE KGNS REZE TR IEE
BIRKRE T - MEBHERENMEHES —HAURBAC > LREME —H
B g ER RS THRGE » f14 - HE PR ST REEL R -
(EFHEIT ~ 35t~ B NGB (R a8 VO TR R RE [FI B 3R » JARE R 70 38
f FC I8 75 oY R B SRR o
FEAAABBOEA B E - T RE4 RE BB ERY Y - IR
TS R 05 N HRGT o (R R A B PIAA6 B - S
FAZ o BIEIE  FHRPIE ERES  BERE  ARKBEH R
S Sy GEE R LT o ITHESE A B AN E PR » EGTLL IR
NEHT4l oy R VURE - 350l (technology in business ) 75t #8 7128 ]
[ HEREAE > HE A EH (talent management ) Jy 2R HUf5 B 28
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TGS EEERE - ITHEE (1T apprenticeships ) Al fy 1% 5
MEEMKRZER  MABR L =8 ZITABA B ERL
(MainStream1 5 Fij A (i N B % ) - B E B GTHIGEZ #E AT —FEEL -
PEHE AN B3 B I TEERBE (IT academy ) 1 E 52 (MainStream2 ) Wifd -
% HEASHE (SCS) HER » 4 AN B 5y B CIOE [ (CIO academy )
Bl %3 (MainStreams3) - Luitiy =[EELHEFAEHIE > tLEc & A&
B - BB T KBTSl R B RERIE - o R T —ERE - BEERE -
BEiTEE ) =8y o FRRERETE s —REREaEEE  EFH - O
BIEER RS  HERBRMG TR R AR EEREGRE B2 EA
HEKBEAR  FEGESRY  HEOEHSHE - EIHMBEN B K
FFRE T > BEH R AR ST R TR - (1) BDINEEA
BRyERE (RBEE - B ) > EASTERERE > (2) BUFIT
NEWNELZBEFINBE R EERIAN © (3) HAILEFIHEE > CIO%
ENMIMAEN BN EREENEERERE . (4) BREREABRE
REEEIHIE IR HEF REEEL AL (5) ESCSEFIIBLFA-BHESIT -
RIAMS K AESCIOAAEE » (6) BURGRERSEMRA B
BE (7) Bl BNEEEZEEE MMM ABUT NS A&

(EUNE

(=) R0 B RE BF A

20114F T BT & AR L i SRR RE 00 SRS B SRS /Tt 28 L > 58
Al 0o & AN B BESERRE KIS BUR BRIy AT - BT R EE HARE
EWIEBUFEFIAN B ER A BRGE - WEB BT ATERE
B A s E EE o b AN E R Y AROR T DA B U P K 1
ZRAS o UL HAR T AT L Z BOR B TEAR o AT RO DU /SR

1~ SMEDRERE - BER - EREEHEHE AR -
© BUFWNED IT HERER R AR EHRFER -
HREFEESERAEIIBHZ NEH -

- HERMNEMRATBERE LB -

AWDN
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BAUEH N L FE R EREE RS )

5 BT ZHNHET# 2 imEERERH -
6 BUFABEBZHNIT EEAFHLEL
Beoh - HEREE A B ANRHSE ~ R -~ THEHIE - mARIRZ
PRERTHE R - HALA S A BHYRIRET E N HeF AL R AR
1 AEEREBENERCRIBGER - MENTEE &L -7
FEJEIRF ~ BRDARTRE ~ s P DR S Bk 7 HU BE
2~ ANBRESEHUEYNUEER - EANSTER > BHEREE LEE
HYTE L ~ BE TR I LAYAR L R EGE -
3~ ARMIESIAE  MBATEE > oMEES] - ALH IR
R~ fEHEEEERAYEE
4~ EMEE WEAFEE  AIEEE - SEAN - BT
ZEHYRE
5 BUEBRLEENNG  WEANBTERE > BEAZRILKER
[58] 1% 2 1ol H AR BE
6 HgBnyE@EES] e
T B A
BRINS > KEAFEMNBES D EZABRBTERAE » K
NBELPERE s Re) ~ > & =0 > REHEERERFEERES TR
gl - Aot B A B HGEE I UL B RS - O BRest S EE EES
N BB SERCRE RS UM B PSS B A 3R > [ (R HNERHY (IR - [
Rf > LR EL SRR PR T B HIE A5 £ - R Ay EE UUE - TR
TE RS - BERIEIL - EEATRRIE K BE

= WM

2014 B B3 e-SKILLSH &5 ¥ it 5 B AV ITATICT 5% f2 73 A B R 5
FLo o (REE o7 AT B 28 R 5 40 5T 4 B 19884 ICT B 52 5 {E R fy 5% £1]2011
FAEINZE14% > SR REG 1 EICT AT AR R K& I & - A

oF

FHEE > EE - e SRR -
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BRI FARICTHIBOR PR e F KA REE (big data) ~ #3E 07
(dataanalytics ) ~ 4848 %4 (cyber security ) ~ #2755t JJ (storage
capacity of data ) - [frj f [ BURN RF ICT 57 Fo {2 24 &7 45 2 e b s 4 728 28
HYEE ZE5RNE - (NIt > BURN & S FI v] LB ENICT RIS R REHY E F - IR
e-skills&ffl 73 Ry 8l S g - 40 B SFT 7R » [BLC B A 22 A B & DU AE A [E] /Y
ITHRE » SME Ry A AR RE (digital literacy ) i & B A E S AE (basic
e-skills) FIICT{#HE FHE g (ICT-user skills) : f1fE BiEEREE (e-
leadership skills ) ; & B B R B ICT-practitioners and
professionals )

HEFRE

HETRE

B 5 : The four levels of e-skills

&R JE © Council of European Professional Informatics Societies (2014) . The
Netherlands country report.The Netherlands country report -

2012 4F 157 T B0 T A B A0 B A (% &F $2 i " The Netherlands’
iStrategy memo ; - 3% BUSR Ry H O BT BRI AT 2 T Y 0 I
% (iStrategy) - FFEN2011F HiE & 1£2012 % 20154 TE A 1T >
# &1 #5 (1 ICT ( Information and Communications Technology ) EiIM

( Information Management ) 28 [ {5 B AT i AN 5] B 32 4 50K - {FiStrategy
BUER R o L BURF AR BUCSR SAA T 1% AT BRI Y i E A% ] 35 £ 73 (Ministerie

van buitenlandse zaken en koninkrijksrelaties, 2012 ) » 47 jll&&

1~ HEFELSRE (structuring supply ) H& ICT RS2 & ELH -
- EZWE FY BUR AT B A7 BiOM [BE A% A 4H 45 o AR 755

29



BAUEH N L FE R EREE RS )

2~ PREE (sourcing) > RN B o JREFAS1F S 5 & E0 1
e 55 & i FH 5] — E A AR A A

3 PEHIEAR]E ( control and accountability ) &5 4E A EZET
W CIO HEHI T Ay RE B B A S il R &

4 ~ EFIAF AE (the individual civil servant ) » ¥\ A 210
5o HE - i RESEER ANEEEZE > FEINM

=
7 O B 3R HE

5 ANBEHS'E (personnel and quality ) » &f5 &N A B 0 HI 5%
BELE T BUN IR S ELZE B A E - I A B HFE s Tl
BN &RV E B S B EE B

6~ (EfFKERZ 2 (trustand data security ) » $5 A ¥ A EUR EE
L HIE RS LR A B FIE(E A B E R Y E B HAR SN EH
e NRMEETE  WILEERII I EA S FFEGE

7~ HAFEFIEERI{%R (working with the private sector ) » 1 & B
AL L B PR 5 49 2 3T 2 » FE AR 4 ~ T 59 2 B (B

7 AR A BT B R AL > A Y H AR R BT B B RE A
PR (] > S b B o B B Sl B 8 P e (B sl A B S > Sl (R o8 5 350
[ RE 7 500 22 ol Bk B 5 {F -

(—) =3l

o B BUM RS F Bt 5 MR ME > B2 THPRBUT ~ BB ~
B & 8R4k - AF N EHE TR ZERHAFEN T - 2D
EAEBEANEERER  FHANBEEREE NE £ Fg5ES
Ko e B A AR SN AT - TR AT A BN T AR -
BRI R I RE K 2R (58508 » 2005) -

A B AN B o TEATNEEAE R AL 1TEBUEREE (The
Dutch Institute for Public Administration, PBLQ ) - #% 22 =@ %2 A
HEH K - 73 Bl & PBLQ HEC (advice) (f2f£&53)) - PBLQ ROI
(education) (#¥f:ZiF ) ~ PBLQ Zenc ( research and innovation ) ( &
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T FEEd gl ) - H o> PBLQ HECELPBLQ ROE H fif B BURF BT AL
EEHFEARMICTHHERITER DU M AE P A B FEE IRyl
st - BaBF N85 - #HEF - U5t ~ BUHIThgE - RSB
NB TR ERICTH R & T EET » LR EE N BHICT K&
EHZNIEE - DRI A PTG ST (PBLQ, 2016a; 2016b) -

MEBUFHSE N SEICTEZE T > A EIiiE BB ELESE - BES
EOFI N B RE B — € B SR R SRR RE DL JE 8 Az & SRR A0 R 8o A 1Y
S ARITEERB R BRGSO E EE R RBERENEE > &a
Higw ~ EHACHE - DI N BRYRIERELIRE ) - H P58 5.0 BV AE
AU - B T AEFT A B8 2 e I Bt AT BE (A Y TE S Bl pR B~ F
[ g S e I i i~ i B ARG T S 5 AV E B~ B R ZKAEFF IR
AR RE R > W02 A ICTR e LB A LR #s - BNt > AT B
beit B Bl R A =0 > il R T BUR KT P S 2 A&
BB N A BE R R eETEE AR - HE SRR E ) - £&E
/N AT B R R ERE SRR 0 (N BRI R R D - 1
BEZRE T - S GRAR A Al o By LA A -

1 BRI — @ JEEHAANE -

Ry R ME B PR 35 3% > PR irny e REG N - EiBE
alVE BB G AR 2R A IO > BEBUM REETT IR AUE RV E RV E B e (E 2
HrsHaRh > BIVEHE TFErRFEETIENADE -

2~ PRI R > BUR - BEIVE RAUE

HIEITHEIEAY G B B G R 000 EEEMHALMIIAR
B2 T I Bl (A A\ TETBE (R Y B > 3 DV A RORE B 1 RE HE 1T 1H A
wte i A A ST AT o

3 A= E¥HELZEH-

I BURAR 8] 2 B AGIT R &SR ~ BB (505 > R f2
HREw DA B et & T R EHEHBE R RS -

4~ fEBIPY AT AR B R -
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BAUEH N L FE R EREE RS )

THEEHFENEMICTIRBREMEANR - ARICTHRE - S
HHRH 2R 58 B 2 N\ B BE BE 77 B SRR -
5. AT ¢ BLE NGB O BhAE K 2 BE 1A

HilEE g B2 ZuiTehE - NIt TaoERLS -
PR 0 B & (R RV RS HE B 5 - [t A SR & R 2 & S R LAY £
i o AR EIE - BRAY BRI E EA LR HA'E o KR
SCERAVE R BRI T T E I LR -
% WMEBUFEMABTHE L > [l ANB2E BT ERNE

AR OREHENZEZEEZNFTENER > INNERYEE - BE
S FEFOEGSHE -

() R0 BRRE RF A

757 FE BT A 201 24F 2 4 A9 The Netherland iStrategy memo & J5 32 {4

dro REIRESSITREFE RV EH A - T el E R BT H R &
afURE BE FT EE AR BT o3 o 48 o R 10 e % T [ BT L 2 Y 4D 00 TH R B
B4R -

32

1~ HLFELERE (structuring supply ) @ ELE 2L AR B HY TR L ~ K
RIS SHRagEVNkFBEESE - KEEEEZESR
FN o GERIREIAERARAREIREA -

2~ &R (sourcing) @ Kyl & J5 2R B B o8k R 2% » ml R %
TUEENIER o LA B S MR B BRI ~ —Z Y B
e -

3~ IR E (control and accountability ) @ f-& 5[ M EFD
ZEFE - BE CIO 248 - IBARMENEHKELL -

4 ~ (BRI A E (the individual civil servant ) © [H Z 4971435 A\ %
NEBEHRIRIT T - rFE BEHIVEE T R HE - a2 EAER
BITTENEE T ~ fFEUIEH] ~ By SCHE B - B ERE M EHE
L e



B ERE

5+ ANEHLSE (personnel and quality) : & EJFANE ICT A&
WK > g EA - ANEREH -

6~ E{THEHEZL LM (trust and data security ) : H& (5 B L2
o BB AR ERE - BREENERRES e
HEERK Y TE - e MEE - B ITZe Rt AaRsE
fir ~ WP RATHERRBILZEX -
7~ N FEFPIE(E (working with the private sector ) B & &4
T s o A e Y BT =~ BRE R Y RIS &5
BENS WHEABERBES THERMARTEER EH 2
BT N BB ERENEH - BF - WREE > MBIEHR AR ICT
M RGN EBRE T - O EE R 2y Ryt m ¢ s (e
GhifE - BIREE - ERBEL - MARGREE - AEmE - Billds
BLEME ~ AREFIEIR & F -

UL 1Dt

F IS AE stk /N > B RE R B = 1R 9% A SR Y e KRB S5 - 1965
FEIUBN R EGHIEOREEE - EZAEHAER - B IR BURF SREL
T LR ERVEOR BRI > RSB HEM TR > BABIEEAE S
IMMEENEAR - FKirEEME T RMER R ESR - EsEE HAT &
Al R 56 By T 25 B R 3 SR B AR o B I BURF R I LUK 5 FE B AR
BB ROty iy S R B e A - RS S S B A R Bt S T iy
fEA -

TOEAU IR - B IS BUR st P P2 1 (E (B 8 - 5% et SR L A
BARMBS o # BRI ESE £ Bl S SOl (E R (e i 88 5 R Y e 52
FB o DUt B ERMENEEEBE - BITEE P REK
AE > B R TN B BUR RS S R A SR IH H - (E80EUHIBA LG - B I
giE BT BUF MR E TV ER - fEE T BUF ST - 8 I EL
JiF R B R R AR T LA R R O E TR BUR L BB R3S T
HUfG TR E e Ay s R -
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DU ke H A0 HT DO BUR B & R B 85 6/l 5% fe 30 5 #E 1T 714
(—) =3l

MBI ABABNHEE L TERBEEARREZES -
REANETRZIAHRRBBURESANEZES  HEERBEAES
AT NE Z BB - R TAFMEE AR A8 N B GBS #]or Ry 7S
TTEER - HERBH - TIRBE - CERGE - o =REE -
ok B > Hp&EHARERBREMREHE T - £HEMAAA
T b BUNS BALES P8 W A A IE AR ABOR AL - HilE
BE T ETEE > REFGEREREEETOS > EMskIUEH -

Wrom¥ A AN BRI T2 5 CE 2kt (Civil Service
College) - szERBIN ALRBEE » BBREME —RVHVEE HFEEHE
iz WA ANBRITER E 2 HERMBE LA E L TS 0 51
T EEHG B A iR % 52 i K BUR EEAF 2 3 RE - FIl SRERAE 2 Bk |
R —iABBREHAZIINZ RERE - DLEPEEE AR 2 FEHK
ifE - R E R ESUAHB A B GFEE L EBEZ 2 /0 100/ HYH 4R -
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supports and
re=po:

implements the security of information and ini
conBpuUratons.

Nsible for Mplementing saner
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systems during the operations. mairtenance. and
Swstems. fi

Has a basic understanding of computer systems and related
Cybersecurity soffware and hardwars components

Ability to perform basic security system administration duties including
software and hardware installation. troubleshooting. system backup.
network component maintenance

Basic understanding of tools and methods. for identifying anomalies in
=ystem behavior dewelops ability to recognize anomaliss

Applies skills and abilities with supervision on projects, programs, and
initiatives with low threat and scope (=.g.. inter-office}

18
ntermediate

Applies an understanding of the Cybersecurity operational
characterstics of a varely of cComputer pISfoMms. Nebworks., softwars
applications, and opersting systems.

Ability to explain to others the methods and techniques used in
installation, testing. network debugging. troubleshooting., and
rmaintenance of PCs. senvers, printers, and related equipment

fustamates repetitive processes (= g.. Iog reviews. configuration
testing) to facilitate Cybersecurity operatons

Evaluates and assesses operating practices 1o determine adeguate
risk managemsnt and compliance standards. with on-going systems
monitoring

Is responsible for contributing. with imited supervision. to projects.
programs. and initiatives with medium-threst and modserats scopse
(= g.. sub-organization wide)

1
Advanced

Effectively communicstes tachnical information to non-technical
audiences: influences others to comply with policies and conform to
standards and best practices

Designs the organization’s working Gybersecurity systems operations
and maintenance strategy and mMsthodology to comply with the
organization’s standards and missicn

Understands the needs of the organization and establishes
appropriate wendor relationships to manage the proposal and
purchasing process.

Astends and participates in ssional conferenoces to stay abreast of
new trends and innovations in the field of information systems.

Independently manages. plans, evaluates. and adwvocates. for
Cybersecurity compliance systems. plans. and functions. and is
responsible for the management of complex projects, programs., and
initistives with high threst and large scope (=.g.. agency-wide or inter-
governmental). with on-going systems monitoning

)

v

Performance lewvels ars associated with
recommended proficisncy descoripiors
applicable to each of the rel=vant
sompetency/skill models list=d below.

Comp: e Skl P 5 v
Descriptors

I-Entry- Basic understanding of
concepts addressed in relevant
sompetency/ski dels

ntermadiste: Working knowledge and
application of relewvant compatancyrskill
medels in work activities

l-advanced: Advanced application and
mastery of relewant competencys)
models

Relevant Competency’'S kills
Sources:

OFM GS-2200 Job Family Standard
Competencies

< Ilnger{ahen Core Competencies

competency areas
DHS EBK Competencies
FISMA Guidance

MNIST SP 800-18. Revision 1

ODMI Cyber Subdirectony
Compatencies

Dol Directive 8570

CMSE Policies. Directives, and
Reports.

>

s

Bachelors Degres (suggested arsas of study
include Science. Information
Technology. Infommation Assuranc=,S-ecurity.
Enginesring, BusinessManagementl OR 0-3.
years experience invalving wark direaty related

1o systems operations and maintenance (=.g..
hsip cesk)

Farticipation in Scholarship for Service program
through & designated Center of Acsd=m
Excellence in Information Assurance Education
(CAELAS)

>

on and implementation on information

techmology. systems, and programs

Fassession and demonstrated application of

relsvant certhcations.

» Core: MCSE, © NP, SO CAP
ESS

oL
»  Related: CISS&. CISM, ISC= P, CormpTLa,
SAMS GLAC, FRF

>

>

Bachelors Degres snd 3+ years sxperi
areas of study includs Computer
Seienc=, Information Technology. Information
AssuranceSecurity, Enginesring.

e nagement. or degrees from a

technology. systemns, and programs
Drennon experience in
managing/supenising a systems operations amd
maintenance group
Fassession and demonstrated application of
relsvant certhcations.

 Core: MCSE, COMA, CONP, IS0= CaP

»  Related: CESSP, CISM, ISC= ISSMP. ComeTla,

SANS X

TYvYy
0
0

University Cybersecurity Programs:

Tatonsl

Trw

Clinger-Coben Core
wpmmmlmw@mm

Curment and emenmging legislation. policy. and regulations (e.g
FISMA. NIST SP-800 seres. FIFS. OMB directives, CHSSI

Mo, 4012}

Trsining by extermal vendors for
Cormputer

Instite)

Defense University
IS5 Degres Programs- GAELAE
Private University Programs (=.g., S, MIT)

PR Dewvelopment Canter The Fadarsl Executhse Insthns
and the Mansgsment Dewslopment Cernters.

Paricipation in coschingfnantoringjob shadowing programs
Agenoy Requirments: organizstion and business area
froining iderified as reguired

TR Colieg=

Competenay-based training soures and

saﬂriyﬂﬂf‘fgmte a-.
IBRA, 2md HP Toos, Sans.
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INFORMATION SECURITY ASSESSOR- The Informaton Security Assessor i responsible for oversecing. parkicipatn,
nclude keading and conducting internal @

clivities that
s

Performance
Lewel
I Entry

encompass comy

complance from ntemal and external
officers during independent assessmerts_

Descripon/Complexity

Has a basic understanding of Cybersecurity compliance with regard to
the FISKA Act and its requirements. applicable laws and regulations
(=.g.. OMB directives, HSPD, HIFAA, Clinger-Cohen), organizational
policies, and the Cybersecurity compliance evaluation process (i.e..
initial risk assessment. mitigation recommendations, controls. and
applicable security compliance)

Applies compliance knowledge. skills, and abilities with supervision on
projects, programs, and initiatives with low threat and scope {i.e., inter
office)

Intermediate

Applies an understanding of Cybersecurity compliance when
reviewing systems and security documentation, explaining risks to
system owners. implementing risk mitigation contrals. and enforcing
Cybersecurity policies

Reviews security document anifacts and determines organizational
compliance with Cybersecurity laws and organizational policies

Is responsible for contributing, with limited supervision. to projects.,
programs, and initiatives with medium-threat and moderate scope (iLe.,

sub-organization wide)

196

: Advanced

Dresigns the organization’s working compliance program and creates
associated Cybersecurity policies and programs.

Sets expectations, determines appropriate compliance measures to be
used across the deparmenvagency. and maintains gowernancs ower
the standards and methodologies for compliancs reviews

Independently manages. plans. evaluates, and advocates for
Cybersecurity compliance systems, plans. and functions. and is
responsible for the management of complex projects., programs, and
initistives with high threat and large scope (i.e.. agency-wide or inter-
gowemmental)

CompetenciesSkills

Parformance lewels are associated with
recommended proficiency descriptors
applicable to each of the relevant
competency/skill modsls listed below.

Competency/Skill Proficiency
Descriptors

I-Entry: Basic understanding of conoepts
addressed in relevant competencylsks
models

l-Imtermediate: Working knowledge and
application of relevant compstencyrski
models in work activities

HNl-Adwanced: Advanced application and
mastery of relevant competsncyskill
models

Relevant Competency/Skill Sources:
» OPM GS-2200 Job Family Standard
Competencies,

» Clinger-Cohen Core Competencies
with an emphasis on Techrical,

competency areas
» DHS EBK Competencies
» MIST SP E00-37 C&A Process

» MNIST SP B00-53 Control S=t and S&
BO0-53A Control Assessment

»  FISMA Guidance
» MIST SP BOD-16, Rewvision 1

»  ODMNI Cyber Subdirectony:
Competencies

» DoD Directive 8570

*» CMNSS Policies, Directives, and
Repons

» OPM's Executive Core Qualifications
(ECQs) (for SES positions)

mployees o

perspeciives These mrestigations, helping e coanpEhy
The Information Security Assessor provides guidance and aulonomous evalustion of the organizaficon o mans,

Suggested Credentials

©0-3 years experiencs imvolving work directiy
related to security control evaluation and
implementation on informaton technology.
systerms, and programs

Farticipation in Scholarship for Service

Assurance Education (CAELAE)

Bachelors Degree (prefemed aress of study
include Computer Scence, Information
Tachnology. Information AssurancarSecurity.
Enginesring. Business/Managemsant. or
degrees from a designated CAELAEL ©R 35

years experience invobing work directly
TeiRad 1 sty Sot
implementation on information technology.
systemns, and programs

Fossession and demonstrated applicason of
CISA or GISSP oertifications

‘Graduate Degree (preferred

include Computer Science, |

Tachnology. Information AssurancarSecurity.

Enginesring. Business/Managemsant. or
froem

areas of study
rfomrmation

implementation on information technology.
systemns, and programs

Demonstrated experence in
managingsupenising an Cybersecurity /L&
compliance group

ard derms
CISA and CISSP certfications

application

g in evaluating. and suppariing complance ssues perinent io the crganization._ Individuals in this role perfarm a varety of
with imtermal polices and procedures, and serving as a resource for

Suggested Learning & Development Sources

1.

Trrvy
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OFM Development Center The Federal Executhwe Instits
and the Management Devsiopment Centers

MIST SP 800-168: Key role based Cybersecurity body of
knowdedge topics and concepts induding awarsness. T=ining.
and education
DHS T
Cybersecurity key
and role based com)

Body of Knowisdge:
Farticipaton in coaching/mentormgjob shadowing prograns
_

training identified as requirsd
Clinger-Cohen Core Competency-based Tmining scurces and
Capitsl Planning and Imestment Control (CPIC) mandate

and business area

Cenifications: agency credentialing may include other criteria

te.g.. DoD B570-01-A), continuing educabon, o professional

Sockety, indUsiny, o wendor

[ SCE AP (I CISA CISSP (LI

» Relsmd: ISACA CISKM, ISCT ISSMP, CompTLa, SANS
Sliac

Current and Emernging Legisiaton (=g, FISMA, MIST SP-200
Infsissve, FIPS, OMB directves,
Cressi o, 4012 ¥
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(1] FORIHA.'I'[ON SECURI'IY S'I'STEMS & SOFTWARE DEVELOPMENT PROFESSIORNAL = The Information Security Systems and Software Development Professional is responsibie for secure design.
plementation based Ioprmertt

L Entry

. sustainment. andfor documentation of soffware applications (wekb

De s cripd on/Commplascity

Basic understanding of computer systems and related Cybersecurity softwars
and hardware components. nebwork syst=ms and databases, and
imformation systems security safeguands

Capakbls of articulating software/system abuse and misuse cases:
understands practices and tools for Mitigating exploitable softwars
weaknesses

Wvrites code in different Programming languagss (=.9.. Java. G, S++)
Integrates off-the-shelf products. with information assurance safeguards
(=.g.. iImplementing network firewalls and rout=srs)

Fartisipates in small teams performing software dewvslopment and
Cybersecurity software—oriented tasks

Competenciesskills

Recommended Competencies and

applicable perfformance lewels

(Entry. Intermediate, Adwvancedh:

r Software Dewveloprment (E. 1. A)

- E}riu.en & Oral Communication (E. 1.

 Creative Problem Soihving (E. L A3

r Cybersscurity Anformaticn
Assurance (E. 1. A)

» Gritical Thinking and Analytical
Skills (E. 1. 20

- Engineering (I A)

Infermidate

Advanced understanding of inforrmation systems security. ethical hacking.
mukiple network analysis, configuration mMmanagsment, integration and
deployment issuss

Designs securs software systems requirements within the software
dewvelopment lifecycle: derves additional security requirements based on
the deployrment snwvironment

Communicates technical information to non-technical audiences and
advises staff on Cybersecurity issuss and approaches

Applies of O rity aspects (e.g.. coding. operating systems.
programming languages. databases. federal and agency policies and
procedurss)

Performs static and dynamic analysis to identify wulnerabilities in
applications, across databases. metworks, nebwork-based envircnmments.
and cperating systems. and directs remediation as appropriate

Creates protocols, procedurss, and guidelines to mitigate security risks

Expert understanding of informaton Systerms security, sthical hacking.
mukiple network analysis, configuration mMmanagsment, integration and
deployment issu=s

Serves as senior adwvisor to the architecstural design and developrment of
enterprise—wide applications. systems, and services

Serves as senior adviscr to procursment and contract managenment in
support of system and sofoware acquisition

Coordinatess collaborates across organizatonal and deptifagency lines:
imfluences others 1o comply with security policies . standards. and best
practices

Int=grates polici=s and procedurss across gowermment sgencies:
participates in the update of the agency’s knowledge of federal security
policies. procedures. and guidelines.

» Project'Program Manags=ment (. &)
» Lasdership & People MManagsment
Qe

Relevant Sources (as determined by
the departmentagesnoy):

» OFM GS-2200 Job Family Standard
Competencies

» Cling=r-Cohen Core Compstencies

ith an emphasis on Technical.
Deskiop Technology Tools., and 1T
Security/Information Assurance
competency areas

» Essential Bodies of Knowledge
{EEK]) for IT Security Frofessionals
fe.g . DHS and DOE)

» MNIST Special Publications (=.9-.
HNIST SP S00-16. Rewision 1. 800
AT, 800-53, S00-53A)

» DODMNI Cyber Subdireciocry:
Competencies

r OPMMs Exscutive Con
Qualifcatons (ECQe) for SES
positicns)

» Resources from DHS Soffwars
Assurance Community Resources
and Information Cleannghouse
[? iy e

Sart govrs

» Software Assurance in
Education. Training. amd
Certification Pocket Guids

and non-web) following formal secure systems. cewe

> Relevant work experience refers to work directiy

Suggested Credential

related to secure network design. database design and
security. amd secure coding and testing technigues
Computer Science-related fields include compauter
Sciencelfenginesring. databasefinformation managenent,
information assurance’security. Software
AssuranoaSacUNty, INFOMMaion SYsStems mansgensent
Associates Degree from an acoredited program in a
Computer Science—r=lated field;

o
T yEar Of relevEnt work axperianos

Bachelors Degres fromn an ited program ina
Computer Science-—relsted fald;
R

B years relevant work experience
Fossession and demonstrated application of relewvant
(as determnined by the departmentagency):
Information sy=temns secunty corsfeations (=g, 1202
CSSLP and CISSP, varous SAMNS cors, EnCase
Suite]), mebeork engineering certifications
Suite, CCIE. GSECH,

-

(e EnCase -
Zoftu. “adrmin:

s
ard relewvant progrannmning languagss.

s, DEMS,

PAasters Degres from an accredited program im =

Computer Science-relsted fiald plus 5 years axperience:
oR

Bachelors degree plus 10 years relevant work

s. Softwesrne
development cerfhcatons. DEMS. and reievant
programming languages.

ifecycle processes and using

Sugpested Learming &
Drevweboperent
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